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Legal information

Warning notices

In this document warning notices are used, which you have to observe to ensure personal safety and to prevent
damage to property. Depending on the degree of danger the following symbols are used:

If the warning notice is not followed death or severe personal injury
will result.

If the warning notice is not followed damage to property or severe
personal injury may result.
ﬁ

If the warning notice is not followed the device may be damaged or
may not fulfill the expected functionality.

If the cyber security policies are not followed data may be disclosed
to unauthorized users, manipulated or restricted in its availability by
cyber security threats.

Qualified personnel

The product described in this document may be handled by personnel only, which is qualified for the respective
task. Qualified personnel have the training and experience to identify risks and potential hazards when working
with the product. Qualified personnel are also able to understand and follow the given safety and warning
notices.

Intended use

The product described in this document may be used only for the application specified. The maximum electrical
supply data and ambient conditions specified in the technical data section must be adhered. For the perfect and
safe operation of the device proper transport and storage as well as professional assembly, installation,
handling and maintenance are required.

Disclaimer of liability

The content of this document has been reviewed to ensure correctness. Nevertheless it may contain errors or
inconsistencies and we cannot guarantee completeness and correctness. This is especially true for different
language versions of this document. This document is regularly reviewed and updated. Necessary corrections
will be included in subsequent version and are available via our webpage https://www.camillebauer.com.

Feedback
If you detect errors in this document or if there is necessary information missing, please inform us via e-mail to:
customer-support@camillebauer.com
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Purpose of this document

This document describes the universal measurement device for heavy-current quantities LINAX PQ5000-
MOBILE. It is intended to be used by:

¢ Installation personnel and commissioning engineers

e Service and maintenance personnel

e Planners

Scope
This handbook is valid for all hardware versions of the LINAX PQ5000-MOBILE. Some of the functions
described in this document are available only, if the necessary optional components are included in the
device.

Required knowledge
A general knowledge in the field of electrical engineering is required. For assembly and installation of the
device knowledge of applicable national safety regulations and installation standard is required.
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2. Scope of supply

Upon receive of delivery check device and supplied accessories for completeness and integrity.
The scope of supply depends on the ordered variant.

Image No. | Description

Power quality analyzer PQ5000-MOBILE with 5 test leads for
voltage inputs including plug-on dolphin clamps

1 Power adapter with plug kit

1 WLAN Access Point Dongle

1 Carrying bag

1 Device handbook (German or English) including test report

1 Optional: 4-phase current probe ACF 2004_1 2000 A

4 Optional: Clamp-on probes 1A/1V, 5A/1V, 10A/1V or 100A/1V

4 Optional: Clamp-on probes 1000A/1V

1 Optional: GPS receiver 16x-LVS

Optional: IP67 protected Ethernet cable (RJ45), 5m
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Leads for voltage measurement
For security reasons leads for voltage measurement

are equipped with the following fuse:
SIBA, type 7017240, 6.3 x 32mm, very fast acting — A
FF 500mA / 1000V / 30kA =e =
The fuse should only be replaced
/ j W\ by a fuse of the same type.

To replace the fuse the probe can be screwed on.

defective condition that will not clear with replacement of the fuse. Refer

f Do not replace fuse again if failure is repeated. Repeated failure indicates a
condition to a qualified technician.
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Device overview
3.1 Short description

By means of the mobile measurement solution LINAX PQ5000-Mobile the operational aspects of the
energy supply can be verified:

e Quality of supply

o Availability of supply

o Evaluation of changes or improvement measures

e Energy flow analysis
This measurement solution supports campaigns for repeated measurements at the same locations. For
that, a configuration manager can handle up to 20 different device settings. The device can also have a
WLAN access point for connecting mobile devices and provides all data for evaluation via its own website.

In order to be able to validate the power quality at the measuring location, the duration of the
measurement should be at least 7 full days.

A full parameterization of all device functions can be performed via a web browser. The PQ5000-Mobile
fulfills all requirements of a class A device in accordance with the power quality standard IEC 61000-4-30
Ed.3.

The device is available in different variants. The nameplate on the device provides information about the
given version.

Devices with manufacturing date from 20/15 have a built-in UPS as a standard.

LINAX PQ5000-Mobile A crie e Name plate of a device with

SWISS ENGINEERING

-«

¢ [3]: Connector for Rogowski probe

MAC: 00:12:34:23:00:49
Default SSID: PQmobile:23:00:49
Default Key: 12345678
Encryption:. WPA/WPA2

¢ [A]: 4-phase Rogowski current
probe 2000A

¢ [9]: GPS time synchronization (GPS

WLAN: 172.16.0.1 receiver not in scope of supply)
LAN: 192.168.1.101 « [D]: Device handbook German
|PQ5000MOB-3A9D11| o [1]: With UPS

Ord.: 000/123456/123/001 \,E O e [1]: With assessment of harmonic

1"
Man: 20 / 15 E contribution
Li-Po Battery 4.5Wh C EA

Symbol | Meaning

Device may only be disposed of in a professional manner!

Double insulation, device of protection class 2

directives.

Caution! General hazard point. Read the operating instructions.

|
c € CE conformity mark. The device fulfills the requirements of the applicable EU
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3.2 Operation and evaluation

No software is required for the parameterization of the device or the evaluation of the measurement
results. The WEB interface of the device provides all required functions. These can be used via mobile
phone, tablet or laptop via the LAN or WLAN interface.

Measurement data visualization

Status bar for network LAN + WLAN, alarms, recording

Service functions

PQ-Easy report for compliance or harmonic contribution reports
Complete device parameterization

Support for measurement campaigns (up to 20 configurations)

Data export in CSV format (load profiles, waveform, event lists)

3.3 Measurement data

The device provides measurements in subcategories:

a)

b)

Instantaneous values: Present TRMS values and associated min/max values for the analysis of the
present system state

Energy: Provides information about the current energy consumption (power mean-values with trend),
the time-related energy consumption (load profiles) and the total energy consumption.

Harmonics: Total harmonic distortion THD/TDD, individual harmonics and their maximum values,
phase angle of the harmonics

Phasor diagram: With the overview of all voltage and current phasors and the phase sequence
check it can be clearly determined if the device is connected correctly.

Waveform of current and voltage inputs

Events: Provides chronological lists of all PQ events and the occurrence of monitored (user-defined)
alarms and events. The operator list contains system events, such as configuration changes, power
up/down, reset operations, firmware updates and much more, which may have an impact on the
consistency of measurement data.

PQ statistic: Gives access to the result of the statistical power quality analysis. The user can directly
perform conformity assessments to the standards EN 50160, IEC 61000-2-2 / 2-4 / 2-12, GB/T, IEEE
519 or other user-defined limit sets or directly create conformity reports (PQ-Easy Report). With the
option for the assessment of harmonic contribution respective reports for DACHCZ, IEEE 519, DTR,
GB/T, IEEE 1547 und MPQS can also be created.

3.4 Device usage

The planning of the device usage, performing the measurement and then evaluating the recorded data is
described in the following chapters.

A) Preparation of the measurement application (Chap. 4): Using the website the device
functionality can be configured via LAN or WLAN interface

B) Connecting the device on-site (Chap. 6)

C) Installation check (Chap. 7.2)

D) Performing the measurement (Chap. 7)

E) Evaluation of recorded data (Chap. 8)
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4. Preparation of the measurement application

4.1 Connecting to the measurement device

4.1.1 Connection via LAN interface

Before devices can be connected to an existing Ethernet network, you have to ensure that they
will not disturb the normal network service. The rule is:

None of the devices to connect is allowed to have the same IPv4/6 address
than another device already installed

This also applies if the network only consists of a PC and the measuring device.

The device supports both IPv4 and IPv6 communication. IPv4 communication is activated by default; IPv6
can be activated additionally via configuration.

As soon as PC and measurement device are in the same
network, the website of the device may be accessed G e The recommended browsers are
using a browser. The assignment of the network settings . Google-Chrome and Firefox.

of a PC is shown in Annex B.

For configuring via web-browser you have to display the device website using:
e IPv4 communication: http://IPv4_addr, e.g. http://192.168.1.101
e [Pv6 communication: http:/[IPv6_addr], e.g. http://[ f{d2d:bb44:97f1:3976::1]

If the secure communication via https is activated and the root certificate installed, you have to use https
instead of http for displaying the website

- o X
Al 19216862207/ webguifindexht X + (-]

« @ A Nichtsicher | 192.168.62.207/webgui/indexhtmi# o QB % »Q :

‘MMLLEMEH Config: [0] Main Feeder, Device location, Address, City HLO 26.11.2021 12:51

> Settings > Communication > Ethernet

Country and clock Ethernet IPv4: IP address 192.168.62.207

Communication WLAN Accesspoint |Pv4: Subnet mask 255.255.248.0

DE@

Measurement SFTP server IPv4: Gateway address 192.168.56.5

Power Quality Syslog server IPv4: DNS server 1 192.168.56.44

Mean values IPv4: DNS server 2 192.168.56.144

Bimetal current IPv6: Mode not used

Meters Host name PQ5000MOBRR

Limit values

Clock synchronization NTP server / GPS

Monitoring functions

NTP server 1 pool.ntp.org

Operating hours

NTP server 2

Security system

Demo mode

Device tag

Data export

If, for example, a device needs to be integrated into an existing network, the network settings can be
modified via the menu Settings | Communication | Ethernet. The corresponding parameters are described
on the next page.

If the IP address of the Ethernet interface is changed and the configuration stored in the
device, the website of the device must be reloaded via the new IP address.

Q
D Hint: The device supports up to 20 different configurations, but the Ethernet settings are the
same for all of them.
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Network settings (Communication | Ethernet)
The following settings have to be arranged with the network administrator:

¢ |IPv4/6: IP address Must be unique, i.e. may be assigned in the network only once

Defines how many devices are directly addressable in the IPv4 network. This

* IPv4: Subnet mask setting is equal for all the devices. Examples

Is used to resolve addresses during communication between different networks. It

* IPv4/6: Gateway address should contain a valid address within the directly addressable network

Is used to resolve a domain name into an address, if e.g. a name (pool.ntp.org) is

* IPv4/6: DNS-Server x used for the NTP server. Further information

Is comparable to the subnet mask in IPv4 networks; it is the number of the leftmost

* IPv6: Prefix length bits of the site prefix which need to be identical for direct communication.

Individual designation for each device. Via the hostname the device can be
¢ Hosthame uniquely identified in the network. Therefore, for each device a unique name
should be assigned.

e NTP-Server x NTP servers are used as base for time synchronization

If a USB to Ethernet adapter is used, the IP
address of this local network can be assigned
to an address in the network of the LAN
interface of the measurement device, e.g.
192.168.1.100. This way the standard interface
of the device does not need to be changed.

[—1O

IPv4: Subnet mask
For a direct communication between device and PC both devices need to be in the same network when
the subnet mask is applied:

Example 1 decimal binary

IP address 192.168. 1.101 11000000 10101000 00000001 01100101

Subnet mask 255.255.255.224 11111111 11111111 11111111 11100000
variable range XXXXX

First address 192.168. 1. 96 11000000 10101000 00000001 01100000

Last address 192.168. 1.127 11000000 10101000 0OOOOOO1 01111111

» The device 192.168.1.101 can access directly the devices 192.168.1.96 ... 192.168.1.127

Example 2 decimal binary

IP address 192.168. 57. 64 11000000 10101000 00111001 01000000

Subnet mask 255.255.252. O 11111111 11111111 11111100 00000000
variable range XX XXXXXXXX

First address 192.168. 56. O 11000000 10101000 00111000 OOOOOOOO

Last address 192.168. 59.255 11000000 10101000 00111011 11111111

» The device 192.168.57.64 can access directly the devices 192.168.56.0 ... 192.168.59.255

In private networks only reserved IP address ranges may be used, with subnets being most common in
the 192.168.x.x/16 network (see examples above). Alternative private networks are: 10.0.0.0/8 or
172.16.0.0/12 (used by the WLAN access point).
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Time synchronization via NTP protocol

For the time synchronization of devices via Ethernet NTP (Network Time Protocol) is the standard.
Corresponding time servers are used in computer networks, but are also available for free via Internet.
Using NTP it's possible to hold all devices on a common time base.

Two different NTP servers may be defined. If the first server is not available the second server is used for
trying to synchronize the time.

If a public NTP server is used, e.g. “pool.ntp.org”, a name resolution is required. This normally happens
via a DNS server. So, the IP address of the DNS server must be set in the communication settings of the
Ethernet interface to make a communication with the NTP server, and thus time synchronization, possible.
Your network administrator can provide you the necessary information.

The time synchronization of the standard interface can be performed via a GPS receiver (Chap. 6.2) as
well.

TCP ports

The TCP communication is done via so-called ports. The number of the used port allows determining the
type of communication. As a standard Modbus/TCP communication is performed via TCP port 502, NTP

uses port 123. However, the port for the Modbus/TCP communication may be modified. You may provide
a unique port to each of the devices, e.g. 503, 504, 505 etc., for an easier analysis of the communication

traffic. Independent of these setting a communication via port 502 is always supported. The device allows
at least 5 connections to different clients at the same time.

Firewall

Due to security reasons, nowadays each network is protected by means of a firewall. When configuring
the firewall, you have to decide which communication is desired and which have to be blocked. The TCP
port 502 for the Modbus/TCP communication normally is considered to be unsafe and is often disabled.
This may lead to a situation where no communication between networks (e.g. via Internet) is possible.

MAC address

For uniquely identifying Ethernet connections in a network, a unique MAC address is assigned to each
connection. Compared to the IP address, which may be modified by the user at any time, the MAC
address is static. The MAC address of the LAN interface is given on the nameplate.
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Communication tests

Via the service menu on the device website you may check if the selected network structure is valid. The
device must be able to reach the DNS server via gateway. The DNS server then allows resolving the URL
of the NTP server to an IP address. The Standard Ethernet interface serves as interface for the
communication tests.

¢ Ping: Connection test to any network device (initial: gateway address)
o DNS: Test, if the name resolution via DNS works (initial: URL of NTP server)

o NTP: Test, if the selected NTP-Server is in fact a time server (stratum x)

o SFTP: Test, if access to SFTP server works. A test file will be copied to the base directory of the
server.

server 195.176.26.204, stratum 1, offset -0.000264, delay
IPv6: Ping fd2d:bb44:971:3976:5:1 0.83838
2 Dec ©0:82:21 ntpdate[2562]: adjust time server

DNS 195.176.26.204 offset -0.000264 sec

SFTP server tenserv.camillebauer.intra

None

data

sftpuser

Successful NTP server test

- i Uploading Testfile to SFTP server
3 192.168.56.5
g ‘tenserv.camillebauer.intra:22'

Using Username sftpuser
IPvé: Ping fd2d:bb44:971:3976::5:1

Error. Could not deploy Testfile

[192.168.56.95:22] <> Unable to negotiate with

192.168.56.95 port 22: no matching host key type found.
NTP ntp11.metas.ch Their offer: ssh-rsa, ssh-dss
Connection closed

SFTP server tenserv.camillebauer.intra

None

data

sftpuser

Unsuccessful SFTP rerver test: But the server supports the legacy algorithms SSH-RSA and SSH-DSS.
These can be directly set here as a trial.

- pi Uploading Testfile to SFTP server
IPv4: Pin 192.168.56.5 . .
9 ~ ‘tenserv.camillebauer.intra:22’

Using Username sftpuser

IPvE: Ping fd2d:bb44:971:3976:5:1

DNS 192.168.56.44 ~| ntpll.metas.ch v

Successfully deployed 'data/Testfile.txt’

NTP ntp11.metas.ch

SFTP server tenserv.camillebauer.intra

SSH-RSA

data

sftpuser

The SFTP server with SSH-RSA is now successful. But, don’t forget to make this change permanent in
the Settings of the SFTP servers.
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4.1.2 Connection via WLAN interface

Via the WLAN dongle up to 10 devices (mobile phone, tablet, laptop or similar) can be connected

wireless.

> For devices with camera the QR code on the
nameplate can be used for joining directly the network
of the measurement device. Depending on the mobile
device used, an App for scanning the QR code may

be required. Shown example: iPhone.

» All other devices can be connected to the

measurement device by establishing a connection to
the WLAN access point given on the nameplate

(PQmobile:23:xx:xx).

Call the device website via http://<ip_addr>. The default setting of the device IP address is 172.16.0.1.

ﬁ new IP address.

If the IP address of the WLAN interface is changed and the configuration
stored in the device, the website of the device must be reloaded via the

Hint: The device supports up to 20 different configurations, but the WLAN
settings are the same for all of them.

4.1.3 Resetting the network settings

If the communication settings of the communication interface are no longer known or an activated whitelist

prevents access to the device, they can be reset to the default settings via the keys on the device.

LINAX|PQso000

POWER | QUALITY

POWER

Function

Procedure and result

Resetting the WLAN interface to the
default setting 172.16.0.1

Press <RESET> for at least 3 seconds:

The assigned LED flashes. The reset is finished, as
soon as the LED shows the state before the reset
again.

Resetting the LAN interface to the
default settings of IPv4 and IPv6

Deactivating an active whitelist.

Press <RESET> and <RECORD> for at least 3
seconds:

The assigned LEDs flash. The reset is finished, as
soon as the LEDs show the state before the reset
again.
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4.2 Parameterization of the device functionality

4.2.1 Configuration manager

This measurement solution supports campaigns for repeated measurements at the same locations. For
that, a configuration manager can handle up to 20 different device settings.

‘GAMI_LE BAUER Config: [0] Main Feeder, UG Gebaeude 002, Aargauerstrasse 7, 5610 Wohlen ie

> Config manager

Config: | [0] Main Feeder UG Gebaeuds 002, Aargauerstrasse 7, 5610 Wonlen (active)
[0] Main Feeder UG Gebaeude 002, Aargauerstrasse 7, 5610 Wohien (active)
[1] Main Feeder Camille Bauer AG, Aargauerstrasse 7, 5610 Wohlen
‘ [2] Main Feeder MEE2019, DWTC, Dubai
[3] Main Feeder Main Feeder G2, Aargauerstrasse 7, 5610 Wonlen
CAMILLE BAUE' [4] Main Feeder UG Gebaeude 002, Aargauerstrasse 7, 5610 Wohlen
[5] <empty memory slot>
[6] <empty memory siot>
[7] <empty memory slot=
[8] <empty memory siot>
[9] =empty memory slot>
[10] <empty memory slot=
[11] <empty memory slot>
[12] =<empty memory slot>
[13] <empty memory slot=

[14] <empty memory siot>
[15] =<empty memory slot>
[16] <empty memory slot>
[17] =<empty memory slct>
[18] <empty memory slot=
[19] <empty memory siot>

The administration of the device configurations is done via the configuration manager.
¢ The active configuration is marked with (active) and also visible in the status bar
e <empty memory slot> means, that this configuration hasn’t been used yet\

e If the active configuration is selected, the menu is available
- Download: Save the active configuration as XML file on the PC

« If a none active configuration is selected, the menu changes to

- Activate configuration: This configuration is activated in the device

- Delete: The selected configuration will be deleted and then display as <empty memory slot>
Hint: The active configuration cannot be deleted

- Download: Save the selected configuration as XML file on the PC

e If an empty configuration is selected, the menu changes to
Upload: You may upload a configuration (XML file) from the PC

Each device configuration (chap. 4.2.2) is created via the Settings menu.

For the subsequent data analysis, the used configuration during data recording
must be reactivated in the device

Q
D ATTENTION: If the configuration used during data recording has been changed
or is no longer available, an evaluation of the data may no longer be possible.
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4.2.2 Device configuration
A full parameterization of all functions of the device can be performed via the settings menu on the
website.

Upload a configuration from computer

The configuration data of the selected file will be directly loaded into
the device. At the same time the active configuration in the
configuration manager is updated. You can select, if the parameters
shown in the below picture should be overwritten or retained by the
values in the file to load.

> Settings

Country and clock

Communication

RDE®

Measurement You are going to overwrite the device x®
configuration!
Do you really want to upload a new configuration?
Power Quality Device tag overwrite
Ethernet overwrite
Mean-values Security system overwrite
Bimetal current Upload Cancel

Meters

@ Save current settings

You have to select the slot of the configuration manager to
overwrite. The settings will be activated in the device as well.

%

Limit values

Monitoring functions

Store configuration changes?

0pera1|ng hours Please select a memory slot in which you want to save the
new configuration

Security system [2] Main Feeder sim. CBM, Aargauer._.(active) v

Demo mode Yes No Cancel

Device tag

¥
Store configuration on computer

Subgroups of the settings menu

¢ Country and clock: display language, date format, time zone, clock synchronization, time/date (only if
there is no time synchronization)

Hint: Although changing the language has immediate effect on the display, such a change must be saved in the device.

Communication: Settings of the communication interfaces Ethernet (4.1.1) and WLAN (4.1.2). In

addition, a SFTP server may be defined, to push user definable data files to.
Hint: The communication settings are valid for all configurations

Measurement: System type, sense of rotation, nominal values of U/l/f, sampling, reference arrow
system (annex A) etc.

Hints

= U/ I transformer: The primary to secondary ratio is used only for converting the measured secondary to primary values, so e.g.
100/ 5 is equivalent to 20/ 1. The values do not have any influence on the display format of the measurements.

Nominal voltage: Is used as the 100% reference for monitoring power quality events and corresponds to the declared input
voltage Uy, in accordance with IEC 61000-4-30

Nominal current: Used for scaling the harmonic content TDD of the currents

Maximum primary values U/I: These values are used only for fixing the display format of the measurements. This way the
resolution of the displayed values can be optimized, because there is no dependency to installed transformers.

Synchronous sampling: yes=sampling is adjusted to the measured system frequency to have a constant number of samplings
per cycle; no=constant sampling based on the selected system frequency

Reference channel: The measurement of the system frequency is done via the selected voltage input

Power quality (Chap. 4.4): Definition of parameters for monitoring the PQ events and for compliance
assessment. The default values of the trigger thresholds and hystereses for the detection of PQ events
are set to the common values of the EN50160 for a public low-voltage distribution system.

User-specific limits for the evaluation of the PQ statistic can also be set.
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e Mean-values | standard quantities: The interval time for the predefined power mean values can be
defined here; typical interval: 15 min

e Mean-values | user defined quantities: Selection of up to 12 quantities with a common averaging
interval for determining their mean-values

¢ Bimetal current: Selection of the response time for determining Bimetal currents (annex A.4)

o Meters | Standard meters: Meter resolution (annex A.4)

o Meters | User defined meters: Up to 12 base quantities (Px,Qx,Q(H1)x,Sx,Ix) can be selected for free
definable meters; Meter resolution (annex A.4)

o Meters | Meter logger: Selection of the reading interval
¢ Limit values: Selection of up to 12 quantities to monitor, limit values (4.5.1) for ON/OFF, event text

¢ Monitoring functions: Definition of up to 8 monitoring functions (4.5.2) with up to three inputs each,
delay times for ON / OFF and event text

e Operating hours: Selection of the running condition for up to 3 operating hour counters

o Security system: Definition of the security system (RBAC, https, whitelist)

Hint: An activated security system is valid for all configurations

e« Demo mode: Activation of a presentation mode; measurement data will be simulated. Demo mode is
automatically stopped when rebooting the device.

¢ Device tag: Definition of different texts ) mainly used for report generation, such as device tag,
document title, device location and others.

o Data export scheduler: Via tasks may be defined to be executed regularly. Each time such a task is
running, it creates a data file to be transferred to a SFTP server and/or to be stored locally on the
device. Via local configuration tasks can be enabled or disabled only.

) In user-defined event and description texts all Unicode characters (UTF8) are allowed with the
exception of the following:

ASCII control characters (0x00 - Ox1F)
The quotation mark " (0x22)

The character & (0x26)

The apostrophe ' (0x27)

The asterisk * (0x2A)

The slash / (0x2F)

The colon : (0x3A)

The «less than» character < (0x3C)
The «bigger than» character > (Ox3E)
The question mark ? (0x3F)

The backslash \ (0x5C)

The vertical line | (0x7C)

PM 1002144 000 06 Device handbook PQ5000-MOBILE 17/86



4.3 Security system

There are several security mechanisms implemented in the device which can be activated to provide a
comprehensive access protection to all device data.

» The role-based access control (RBAC) system allows restricting the access to measured data,
configuration settings and service functions to the rights granted to the present user. For access via
website this is done by reducing the available menus and / or providing only read access rights to
specific services. For accessing data via external applications an API (Application Programming
Interface) key is required, which needs to be implemented as a special user.

» HTTPS provides encrypted communication using TLS (Transport Layer Security)

> Via client whitelist access to the device can be restricted to specific clients with definable IP
addresses

» Communication blocking: Communication services, such as Modbus/RTU, Modbus/TCP or
SYSLOG are blocked by default and must be actively enabled via configuration. This way
unauthorized access may be prevented and possible intruding points eliminated.

» Security log: The device stores all security related messages in a separate list accessible via the
service menu. The content of this list can also be transferred to a central log-server using the
SYSLOG protocol for security auditing.

If the device is equipped with a display, restrictions defined in the security system also take effect when
operating the device via the local display. It is also possible to restrict users to local access only.

4.3.1 RBAC management

Each access to device data via website, local display or external software applications can be
comprehensively protected using the role-based access control (RBAC) system. This way, access to
measured value information, the change of configuration parameters or the resetting / deletion of
measurement data can be individually adapted to the role of the active user.

Note: All settings of the security system are stored in the device in encrypted form only; login credentials
are never transmitted in plain text.

A maximum of 8 users is supported

» 2 pre-defined standard users
e admin: A user with administrator rights (Default setting password: ,CBM_1234%)
e anonymous: The standard user for access via device website. Its permissions determine what can
be displayed or changed via the website without a user having to log in.
» Up to 6 definable users or API keys

Users or APl keys may be created by each user with write access to the settings of the security
system. In any case, each user with a web login can change the password of its own account.

Application programming interface (API) keys are used to allow applications to access device data via
REST interface (communication via http/https protocol). Such keys are timely unlimited and have
either read-only permissions, all permissions or all permissions except security.

The pre-defined administrator or any other user with full access rights to the settings of the security
system can:

e Change its own credentials (user name and/or password)

e Change the credentials (user name and/or password) of any other user
o Freely define the permissions of the standard user anonymous

¢ Create new users up to a maximum of 6

¢ Restrict users to local operation only (no login via website)
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Adding users / APl keys
In addition to the 2 predefined users a maximum of 6 users or APl keys may be created. To do so, use
“Add user / APl key” and select the type of user to be created.

x
Add user/ AP| key

Create user
Create API key

Cancel

Users: During password definition the requirements for a secure password are checked and the result is
displayed. Each new user can be created based on the permission template of an already existing user,
but all of these permissions may be changed later.

Create user
User name [ operatord
Password | o o]

Re-enter passwort [

Permission template [ admin

When defining / changing passwords the following restrictions must be considered:
- Password length 8 up to 32 characters

[0

- At least three different types of characters must be used (uppercase, lowercase, numbers,
special characters)

CAUTION: If login credentials (user name and / or password) of users with
Q  write access to the security system are changed, this information must be
D kept safe. For security reasons resetting the RBAC system can only be done
at the factory, no backdoor is implemented.

API key: Along with the key name you have to define the permissions to be granted to the application
using the key via REST interface. The resulting access rights cannot be changed afterwards.

Create API key
Key name PLC_Access
Permission template Read-only permission
Read-only permissions
A&ll permissions except security
Save Back &ll permissions

PM 1002144 000 06 Device handbook PQ5000-MOBILE 19/86



Once the API key is created it can be displayed using a8 “Show API key”

x
API key

%,l’tﬂci[)i.]l“zﬂﬂilslnﬂ!’:wlﬁlk XVCJQ.ﬁ{iJdeQiDiIDMjIﬂISImI‘dCImﬁO
DY30Cwic3ViljoiWwOFQSY1 |c3NUb21lbilsinR4bil6liMy0SJ9.HTEWTU7
Ilﬂn‘ll.l_wFlemI{Sém]SAﬂ 1a0NjK-ID4JA

Ok

When the application wants to communicate via REST interface with the device, it has to provide the API

key and the session token via the cookie field in the request header, e.g.:
Cookie:
AccessToken=eyJhbGci0iJIUZIINIIsINRScCIETkpXVCI9.eylhdWQiOiIxYjgd4IliwiaWFOL joxNTc5MTU40Tc4LCIzdWIiol

Jhbm9ueWlvdXMiLCI@eGAi0iIxOTIuMTY4L jUALFEXNCIO. Lil juJlcs2bZAmYH1vdMXTALr87gxUX-3kZ4ctz6jdMc;
sessionToken={5d1cad47c-8d38-4a08-85d5-feftbd941faz20}

Further information is provided in the document “http interface SINEAX PQx000”

Assignment of user rights

The assignment of the user rights granted for operation is done via the menu Settings | Security system |
Users and permissions:

Users and Permissions

Add user/ AP key

(@)
(@)
(#)

[API|Access Token |E

ancnymous
operator]
operator2
operator3

Local account (no weblogin)

4]

Instantaneous values
8] Energy
m Harmonics

Measurements or settings can be
displayed

0
0O

O

@
@

0o (o|o
0o (o|o

Measurements or settings cannot
be displayed

@
@

@

@
@
@
@

Settings can be changed

8

e
@
@
@

Settings cannot be changed

¥

e
@
o

@
@
00 0|b0|b0|0|0|o|0|o|0|o|o|a|o

® 0
® O

@

Field not selectable

O O
@] @]
@] S| 0O
@] S| 0
@] S| 0O
0880688
@] S| 0O
@] S| 0O
@] @]

Reset values

®
®

Reset/Update device

S
X
®
N}
®
®

E:
L

Change a user’s login credentials

Audit Log

o

8 0
®

® O
8 @
® @

Use 10 simulation

B Settings

Basic device settings

8 0
8 0
®

® O
® @
® @

Measurement

S
X
®
®
®
®

Communication

S
X
®
®
®
®

Security system

S|
[\ ]
®
S
®
®
O

Overview of the access rights of each possible user
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PM 1002144 000 06

4.3.2 User log in/ out via website

a) If “anonymous” has no granted permissions

Via website Remarks
‘ CAMILLE BAUER
1) Enter user name and password
2) Press <ENTER> or select “Login”
l‘ o l If successful, depending on the permissions of the user
[ ] logged in, the appropriate website is displayed
a ......... .|

b) If “anonymous” has granted permissions

Via website Remarks
« 0
AN
1) Click on the symbol D
|‘ T | 2) Enter user name and password. On first login use the
default settings admin / CBM_1234.
| [+ p— | | 3) Press <ENTER> or select “Login”
If successful, depending on the permissions of the user
logged in, the appropriate website is displayed

c) If another user is already logged in

Via website Remarks
 h
A
‘ O ‘ Log out the current user by selecting “Logout”
Logout
N
N 1) Click on the symbol D
2) Enter user name and password
.‘ admin « )
3) Press <ENTER> or select “Login
| B e L | If successful, depending on the permissions of the user
logged in, the appropriate website is displayed
ogin

Device handbook PQ5000-MOBILE
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4.3.3 Whitelisting clients

Whitelist

Client 1 192168.583

It is possible to define a list of IPv4 and/or IPv6
addresses of up to 10 clients allowed to have
Client 2 192168587 access to the device. All other clients will be
blocked. Enable the whitelist via the Settings of
the Security system in the item Whitelist.

Client 3 192168 593

Client 4 192.168.62.5

If a DHCP server is used in the system,
clients may get different IP addresses
on each startup, losing this way access
to the device.

Client 5

Client 6

Client 7

[0

If a device is no longer accessible you
can reset its IP address (LAN),
deactivating the whitelist at the same
time.

Client 8

Client 9

Client 10

4.3.4 Secure communication using https

HTTPS protocol provides encrypted communication using TLS (Transport Layer Security). Such as
bidirectional encryption of communications between a client and server protects against eavesdropping
and tampering of the communication, by creating a secure channel over an insecure network.

Before HTTPS communication can be used, a root certificate needs to be installed. The user can either
use a Camille Bauer certificate (default setting) or its own customer certificate. This may be changed
when defining the Settings of the Security system.

with Camille Bauer certifica v

disabled
with Camille Bauer certificate
with customer certificate

Camille Bauer certificate
The certificate can directly be downloaded from the device via Certificates and keys.

Not valid before Not valid after

x

Details

Name Camille Bauer SINEAX LINAX CENTRAX Root CA
Issuer Camille Bauer SINEAX LINAX CENTRAX Root CA
Not valid before 2024-11-21T09:42:53.000Z
Not valid after 2054-11-14T09:42:53.000Z
Serial number 18B5CEFD64D1386816617FE1F86B793CB318A210

Download

Alternatively, the certificate can also be obtained from the Camille Bauer website:
e https://www.camillebauer.com/pg5000mob-en.
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The certificate must be installed before starting the browser.
Once the certificate is downloaded to the local computer the certificate can be installed manually. Just
double-click on the file. Install certificate, then select Place all certificates in the following store,
Browse and select Trusted Root Certification Authorities. Finish the Import Wizard.

g

Certificate

General | Details | Certification Path |

@g Certificate Information

This CA Root certificate is not trusted. To enable t
install this certificate in the Trusted Root Certifica

Authorities store.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Issued to: Camille Bauer Metrawatt AG Internal Rof

Issued by: Camille Bauer Metrawatt AG Internal R ©) Place all certificates in the following store

Certificate store:

Browse...

- .
Select Certificate Store ﬁ
Install Certificate... | | Issuer
Select the certificate store you want to use.

valid from 07. 09, 2018 to 04, 09, 2023

Learn more about cerfificates

Learn mare about certificate stores | personal -
Wl Trusted Root Certification Authorities |Z|
| Enterprise Trust R

| Intermediate Certification Authorities

| Active Directory User Object

.7 Trueted Publichers A
4 1 | »

[ show physical stores

[ oK ] [ Cancel

The imported certificate is valid for all devices of the PQ, AM, DM and CU series.
Agree to install the certificate if the below security warning appears:

-

Security Warmning

You are about to install a certificate from a certification authority (CA)
2 l_\ claiming to represent:

Camille Bauer Metrawatt AG Internal Root CA

Windows cannot validate that the certificate is actually from "Camille
Bauer Metrawatt AG Internal Root CA". You should confirm its origin by
contacting "Camille Bauer Metrawatt AG Internal Root CA", The
following number will assist you in this process:

Thumbprint (shal): 8C4CB128 845D3E5F 53ED95F7 DATFADTF B7B2E9EG

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

Customer certificate
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Upload the customer server certificate and the private key via Certificates and keys under Certificates for
TLS.

and Perm

- Alternative Not valid

Not valid after
name before

Upload a certificate and a private key

Certificate @ [
Private key @ [

The uploaded certificate can then be selected when activating the HTTPS communication via Settings of
the Security System in the menu Web Security.

Users and Permissions HTTPS with customer certificate

Web Security Server certificate

Whitelist

IEC61850 Whitelist

Certificates and keys

You may use https communication also by ignoring any browser warning and establishing an
D unsecure connection to the device. However, for security reasons you should not work like
that in the intended network environment.
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4.3.5 Audit log (SYSLOG)
Security related events, such as ...

¢ a computer establishing a connection to the device
e a user logged in /out

o a failed login attempt

¢ each changing of the device configuration

o the view of the security log by a user

e etc.

are logged in a security log accessible via the service menu.

| 2 | 3 | 4 | > |+5>>) Results per page lzs

e

Example of a security log: The severity of each message is shown in a color code, which may also serve as filter
criteria.

Each entry into this list may, if activated, also be transferred to a central log-server using the SYSLOG
protocol for security auditing. This transfer may be performed based on UDP, TCP or TLS. The settings of
the Syslog server are available via Settings | Communication | Syslog server:

Syslog protocol

Host

Port
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4.4 PQ monitoring

Power quality monitoring provides both a statistical evaluation, allowing an assessment of compliance
with standards (e.g. EN 50160) or supply contracts, as well as records of events in the grid (e.g. voltage
dips). This facilitates the analysis of causes and effects. Conformity reports may also be created directly
via the website of the device.

441 PQevents

The device monitors all voltage events in accordance with IEC 61000-4-30. The default values of the
trigger thresholds correspond to the common values of the EN 50160 for a public low-voltage distribution
system, but can be changed by the user to individual needs.

In addition to the requirements of IEC 61000-4-30 the device can monitor current swells and frequency

anomalies.
Monitored events Threshold Hysteresis | Reference value
Voltage dip 90% 2%
Voltage interruption 10% 2%
Voltage swell 110% 2% Nominal voltage
Rapid voltage change 6% 50% 7
Homopolar voltage 50% 2%
Current swell 120% 2% Nominal current
Frequency anomaly lower: 99% 0.5% Nominal frequency

upper: 101%

1) Related to the respective threshold

The device does not verify the user-defined event parameters. If these values are not plausible,
Q  events may be not recognized correctly or misclassified. In particular, the trigger threshold for
D RVC events should not be greater than half of the difference of the threshold values of voltage
swell and voltage dip.

Recordings

If any of the above events occurs, the device records both the half-cycle RMS values and the samples of
all voltage and current channels. The event recording times can be configured using the menu Settings |
Power quality | Event recording:

Possible recording times

RMS(1/2): Pretrigger recording <1.0s
RMS(1/2): Event recording (max.) 180.000 <180.0s
Samples: Pretrigger recording <1.0s

Samples: Event recording <5.0s

Note: The event recording time “RMS(1/2): After triggering” is a maximum recording time. It is reduced to the real
event duration + 1s, if the event duration is shorter than the configured time.

Recorded PQ events can be visualized either via the local display or the webpage of the device.
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Mains signalling voltage

The device monitors mains signalling voltages, which are transmitted in the supply system for control
purposes, and records them as events (8.1.3). Typically, these are ripple control signals. The user can
define the frequency of the signalling voltage, the threshold and hysteresis (related to the nominal
voltage) as well as the recording duration in multiples of the measurement interval of 10/12 cycles. The
recording duration must not exceed 120s. The ripple control frequency is typically below 3 kHz and can be
requested from the local energy provider.

Reference channel

Ripple control frequency

Trigger threshold

Trigger hysteresis

Rec. duration (10/12 cycles)

4.4.2 PQ statistic for compliance assessment

Power quality (PQ) is assessed by a comparison between the PQ parameters measured by the device
and the limits of a contract agreed upon.

The assessment period specified in standards is normally at least one week to take into account possible
variations between weekdays and weekends. However, compliance reports may also be created for
shorter or longer recording times; the user can freely select an assessment period as a multiple of 10
minutes.

The standard to be verified must be preset in the device and only this standard can be evaluated during
the PQ analysis. The standard may be set via the menu Settings | Power quality | General. Here also the
lower limit for the no damage region of the ITIC curve (see below) may be defined and the maximum
short-circuit current, only used for IEEE 519 compliance monitoring.

Standard EN50160 MV ol

Max short circuit current

Lower limit ITIC 'no damage'

Possible choices for the standard are as follows: Limit ITIC

o EN 50160 (2010), low voltage, interconnected systems

e EN 50160 (2010), low voltage, island systems

o EN 50160 (2010), medium voltage, interconnected systems

e EN 50160 (2010), medium voltage, island systems

e EN 50160 (2010), high voltage, interconnected systems

o EN 50160 (2010), high voltage, island systems

e |EC 61000-2-2 (2002), public low voltage systems

e |EC 61000-2-4 (2002), industrial and non-public systems up to 35 kV, class 1
e |EC 61000-2-4 (2002), industrial and non-public systems up to 35 kV, class 2
e |EC 61000-2-4 (2002), industrial and non-public systems up to 35 kV, class 3
e |EC 61000-2-12 (2003), public medium voltage systems

o User specific limit sets
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The assessment of the PQ statistic is shown in the chapter Data recording | PQ statistic (8.1.4), including
the creation of conformity reports.

Recorded PQ parameter groups

Measurement Averaging time Applied limits
Power frequency 10s
Volt tud 10 mi The applied limits and time conditions of the

oftage magnitude min. preset standards can be seen via the device
Flicker Pst 10 min. website.
Flicker Pt 2h They can be displayed via the following menu:
Mains signalling voltage 3s Settings
Supply voltage unbalance 10 min. | Power Quality

h hold 1imi
THDS of voltages 10 min. | Custom threshold limits
| (Standard)
Voltage harmonics 10 min.
Voltage interharmonics 10 min. E Within the same menu user data sets with
) ; specific limits and evaluation criteria can be
Current magnitude 10 min. defined
Current unbalance 10 min. m
- - User specific data sets can also be deleted
Current harmonics 10 min. .
again.

Current interharmonics 10 min.

4.4.3 Asssessment of harmonic contribution (option)

In order for the DSO to keep the power quality at the point of coupling to customer installations within the
agreed limits, none of these installations is allowed to emit more interference into the grid than it is entitled
to, based on the connection power. Only this way it can be ensured that the provided quality of the supply
voltage enables a trouble-free operation of all connected loads. Before new customer installions are
connected to the distribution network, relevant guidelines (e.g. DACHCZ) are used to check whether this
installation can be connected to the grid without any restrictions or whether measures, such as the
installation of a filter system, are required.

The option for the assessment of harmonic contribution allows to provide the metrological proof of
compliance with the limits for harmonic emissions after an installation has been connected. Of course, any
existing customer installation can also be checked for impermissible emission values. An assessment of
harmonic emissions according to the following standards or guidelines is currently supported:

e DACHCZ regulation Ed.3

o |EEE 519 (2014)

e |IEEE 519 (2022)

o |EEE 1547 (LV and MV)

e GB/T 14549

e DTR (Documentation technique de référence)

e MPQS (Manual de Procedimentos de Qualidade de Servigo)

To calculate the limit values to be monitored, depending on the regulation or standard to assess, network
parameters are required, for example for DACHCZ the agreed connection power of the customer
installation and the short-circuit power at the connection point (POC). For a more precise determination of
the limit values, the X/R ratio of the short-circuit impedance and the frequency-dependent network
impedance should also be known. These parameters can be set via the menu Power Quality | Harmonic
contribution analysis. Alternatively, a configuration wizard is also available.
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Configuration wizard (example for DACHCZ)

Step 1

The nominal voltage is taken from the
Measurement settings and is shown
here always as a phase-to-phase
voltage. The associated voltage level is
derived from it.

Step 2

If the short-circuit impedance at the
network point to be monitored is
known, it can be entered directly.

» Go to the grid impedance
configuration (step 3)

Step 2.1

If the short-circuit impedance is not
known, it can be calculated from the
transformer data and, if known, the
impedance of the medium voltage grid.

By selecting Default value typical
transformer values are used.

Step 2.2

If the impedance of the medium-
voltage grid is known, enter it here.

PM 1002144 000 06 Device handbook PQ5000-MOBILE 29/86



Configure grid impedance

What should the network impedance be defined by?

() Reference value
() Reference value (flattened curve)
O Custom defined parameter

Import from CSV file .
H2) - [ ooosasas |+ [ ooosasae | |
H(3) = | oooss3 |+ 0012045 |
H(4) = | oooart03 |+ 0023616 | |
H(5) = | oooeess1 |+ [ o057 |
H(6) = | ooossezt |+ [ ooorm |
H7) = [ oongs |+ [ o039 |
H(8) - [ ool |+ [ oos0908 ||
H(9) = [ oo |+ oosse7 ||
H(10) = | oo2ass9 |+ oosor9 |
H(11) = | o009 |+ oossae2 ||
H(12) = [ o067 | +[ ooses73 |
H(13) = [ oos72 |+ [ ooeo22s ||
H(14) - [ ooeeses |+ [ ooseann | |
H(15) - [ ooraz ]+ oo4sea9 ]
H(16) = [ oo7re2s |+« ooze613 |
Measurement point
Directly on the busbar?
() Yes
O Mo
add cable
il oimmd  lengthiom] Zgfparlel
Copper 240 0.09 ] m
Back Ok Cancel
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Step 3

The network impedance can be
configured as a reference value (linear
or flattened curve) or by entering
measured impedance values at the
harmonic frequencies. Depending on
the standard, harmonic impedances up
to the 40" or 50" order are used.

Note: The values to be specified here
correspond to the loop impedance, i.e.
the sum of the network-side
impedance and the neutral conductor
impedance.

Step 4

If the measurement point is far away
from the busbar (POC), the
characteristics of one or multiple
connection cables can be input.
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As soon as all parameters for the assessment of the harmonic contribution have been saved in the device
and if the inputs are connected, an initial comparison of the harmonics with the determined limit values
can be made using the item Harmonic contribution analysis in the instantaneous values menu. If the
limit values are massively exceeded on a large number of harmonics, the settings should be checked
again.

Power triangle Power Quality Harmonic contribution analysis

Covren | voraoe

7.808e+1

4.88e+1 -

I [a]

1.80e-2

B T T T T S St SR S R A N

Harmonics I

The graphic shows the comparison of the currently measured current harmonics with the determined
limit values.

Hint: The scaling is logarithmic so that even smaller contributions are displayed appropriately.

Power triangle Power Quality Harmenic contribution analysis

Current || Voltage
il
4.66e-1

1.96e-2

7.88e-3
4.88e-3
.BBe-3
1883
4.88e-4 | | | ”
1.88e-4
L e T R, S . S S S T S N

LY

U [v]

>
o

K

Harmonics U (Contribution)

u [v]

4.08e-1
2.68e-1

Harmonics U (including compensation)
The two graphics show the comparison of the calculated voltage harmonics with the determined limit
values, taking any compensation effects into account below. In the graph below, the limits may vary and
be different per phase as they are determined based on the current harmonic emission of the voltages
(without background distortion).

Hint: The scaling of the harmonics (contribution) in the top graphic is logarithmic, while the scaling of the harmonics
including compensation (bottom graphic) is linear, to be able to visualize the appropriate sign.
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4.4.4 Provision of PQ data

The device can create PQ related data, such as PQ events or PQ statistic, using the standard format
PQDIF (Power Quality Data Interchange Format). The automatic or event-driven generation of such files
can be defined via the Data export scheduler in the Settings menu. By default, daily PQDIF will be created
periodically after midnight for the past day and provided in a hierarchical time structure (year, month, day)
for download.

PQDIF files may also be generated manually via web interface. This may be done either for the present
day (including data since midnight) or contiguous, selectable time ranges of up to 7 days. Days with
existing files are marked with a red dot.

> Service > Local data storage > Generate PQDIF

Simulati G te PQDIF
imulation enerate PQ March v 2021

Min/max values reset Download data We Th Fr

4 5
Meter contents set/reset

11 12
Logger values reset
18 19

Operating hours
25 26

Device information

Local data storage Generate PQDIF

Factory reset

= Found 10 events on Wed Mar 24 2021

= Event 'Voltage dip' at 2021-03-24T13:45:23.549+01:00
= Event 'Voltage dip' at 2021-03-24T13:48:16.953+01:00
= Event 'Voltage dip' at 2021-03-24T13:48:53.748+01:00
= Event 'Voltage dip' at 2021-03-24T13:50:05.536+01:00
= Event 'Voltage dip' at 2021-03-24T13:51:05.008+01:00
= Event 'Voltage dip' at 2021-03-24T13:51:44.569+01:00
= Event 'Voltage dip' at 2021-03-24T13:54:33.099+01:00
= Event 'Voltage dip' at 2021-03-24T14:01:54.240+01:00
= Event 'Voltage dip' at 2021-03-24T14:07:14.922+01:00
= Event 'Voltage dip' at 2021-03-24T14:08:48.014+01:00
= PQ data stored in file'PQ1000-1216324003_20210324.pqd'
= P(Q data generation done

Audit Log

Firmware update

Communication Tests

Device reboot

If for the selected time range PQDIF files are already stored in the device the below warning will be
displayed.

Replace existing PQ data? X

Yes No
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4.5 Alarming

The device supports an alarming concept independent of power quality events. Depending on the user
requirements, simple or more advanced monitoring tasks may be realized. The most important objects are
limit values on base quantities, monitoring functions and the summary alarm.

4.5.1 Limit values on base quantities

Monitored quantity Active power system

Using limit values either the exceeding of a given value
(upper limit) or the fall below a given value (lower limit) is

Limit for ON 2500 monitored.

Limit for OFF

Limits values are defined by means of two parameters:
Limit for ON / OFF. The hysteresis corresponds to the

Event text Power maximum difference between these two values.

List entry

Upper limit: Limit for ON = Limit for OFF

Both state transitions OFF—ON and ON—OFF can be
recorded as event or alarm in the appropriate lists.

» The limit value becomes active (1) as soon as

Limit for ON

Limit for OFF

Limit state 0

Lower limit: Limit for ON < Limit for OFF

>
Limit for ON
Limit for OFF
| 2
1
Limit state 0

the limit for ON state is exceeded. It remains
active until the associated measured quantity
falls below the limit for OFF state again.

The limit value is inactive (0) if either the limit for
ON is not yet reached or if, following the
activation of the limit value, the associated
measured quantity falls below the limit for OFF
state again.

The limit value becomes active (1) as soon as
the associated measured quantity falls below the
limit for ON state. It remains active until the
associated measured quantity exceeds the limit
for OFF state again.

The limit value is inactive (0) if either the
associated measured quantity is higher than the
limit for ON state or if, following the activation of
the limit value, it exceeds the limit for OFF state
again.

Q If the limit for ON state and the limit for OFF state are configured to the same value,
the limit value will be treated as an upper limit value without hysteresis.

Limit value states can:

... be used as logic input for a monitoring function (4.5.2)

... be recorded as event or alarm in the appropriate lists on each changing
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4.5.2 Monitoring functions
By means of monitoring functions the user can define an extended condition monitoring, e.g. for triggering
an over-current alarm, if one of the phase currents exceeds a certain limit value.

The states of all monitoring functions

...will be shown in the alarm or event list (via menu “Events”)

...build a summary alarm state

[Limit state 1
[Limit state 2
[Limit state 3

Delay time on (t1)

List entry

Logic inputs
Up to three states of limit values or other monitoring functions. Unused inputs will automatically be
initialized in a way that they do not influence the output.

Logic function

For the logical combination of the inputs the function AND, NAND, OR, NOR, DIRECT and INVERT are
available.

Delay time on
The time a condition must be present until it is forwarded

Delay time off
Time to be waited until a condition, which is no longer present, will be released again

Description
This text will be used for visualization in the alarm list

List entry
e Alarm / event. Each state transition will be recorded in the appropriate list

e none: No recording of state transitions

Possible follow-up actions
o Visualization of the present state in the alarm list
¢ Combining the states of all monitoring functions to create a summary alarm (4.5.3)

o Recording of state transitions as alarm or event in the appropriate lists
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4.5.3 Summary alarm
The summary alarm combines the states of all monitoring functions (4.5.2) to a superior alarm-state of the
overall unit. An alarm is signaled with a flashing bell:

Acknowledgment: By acknowledging the summary alarm, the user confirms that he has recognized that
an alarm state occurred. The acknowledgment is done automatically as soon as the user displays the
alarm overview. This can be done via the menu (Events | Alarms) or by clicking on the flashing bell
symbol in the status bar. By acknowledging, only the flashing of the alarm symbol stops, the symbol itself
remains statically displayed until none of the monitoring functions is in the alarm state.

The alarm overview shows, which monitoring functions caused the summary alarm:

> Alarms

Summary alarm
Overcurrent
Monitoring Fkt.
Monitoring Fkt.
Monitoring Fkt.
Monitoring Fkt.
Monitoring Fkt.

Monitoring Fkt.

Monitoring Fkt.
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4.6 Measurement information in file format

Using the data export scheduler taks can be managed to provide measurement information in file form.
Files can be generated periodically or event-driven and stored locally in the device and/or sent to an
SFTP server.

The creation, management and customization of tasks for providing files is done via the settings menu
using the item Data export | Data export scheduler.

4.6.1 Predefined tasks

The data export scheduler contains three predefined tasks for providing measurement data in PQDIF or
CSYV file format. For better readability all tasks are activated in the below image, in the factory settings the
task “Periodic PQIS” is deactivated.

These tasks may be activated, deactivated and changed, but not deleted. Local storage and push to
SFTP server are possible actions to be defined. If a task needs to be modified, this can easily be done by
selecting the appropriate line.

Periodic PQDIF

This task is executed periodically shortly after midnight and saves the file (s) in a hierarchical time
structure (year, month, day). The task can be adjusted by selecting the entry. You can choose whether
the information should be contained in one file or in up to three files (statistics, histograms, events). The
time period can be either one day or seven days, and generation can be daily or weekly. The factory
setting is the daily generation of up to 3 files, each for the previous day.

x

C e

Creation

daily (last 7 days)

| Ok | | Cancel

PM 1002144 000 06 Device handbook PQ5000-MOBILE 36/86



PQ Events
If this task is activated, a PQDIF file with event data is created as soon as a PQ event has ended.
Typically, this file is then sent to an SFTP server.

»

Edit task

Mame

File format

Creation

active
Action
- ’ push to SFTP server v]

subfolder [ MOB-HC_62.46/PQDIF/Events ]

-l store temporarily on local Stor v]

Ok Cancel

Periodic PQIS

If this task is activated, the device periodically creates, at the end of each day, CSV files with all
information about the power quality, possibly occurred events during the day and the determined load
profiles per Current Module. These files can be downloaded compressed in a ZIP file for a selectable time
period. They are structured and formatted in a way that they can be read directly into the PQIS® software
and evaluated there. The following files are generated:

¢ 10 minutes mean-values for PQ assessment

2 hours flicker values for PQ assessment

Mean-values (configurable interval) of power quantities
PQ event list

Data for each PQ event:

- Half-cycle values of voltages and currents

- Waveform (samples) of voltages and currents
Signalling voltage event list

Half-cycle voltages for all signalling voltage events
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4.6.2 Creating periodic file data

In addition to the predefined tasks new tasks can be setup for creating CSV files with mean-values
information at regular intervals. These files may then be stored locally and / or pushed to a SFTP server.

By selecting “Add task” new schedules can be set-up. An example is shown below:

x The task “24h_PowerMeans” will
Add task generate daily CSV files containing
S standard mean-values for the past 24

[ 24n_PowerMeans ] hours.

File The files will be both stored locally

I v] and pushed to the subfolder

PowerMeans of a SFTP server. The

Creation

[ aally (last 24 hours) v] settings of the SFTP server to be

o used can be defined via
Communication | SFTP in the

)
Settings menu.

Action o .

. [ pre— v] The transmission window sele.cte.d
here causes a random transmission

B [ pusntosFTP server v| of the file to the SFTP server within

e [ e ] one hour since creation. The

- transmission window may last up to 6

Transmission window (Lupto 1 hour ¥ hours, but can also be deactivated in

order to force an immediate
Ok || Cancel | transmission.

The task list then shows four active tasks. Predefined tasks are marked gray to highlight that they can be
deactivated but not removed. On the other hand, at any time the newly created task “24h_PowerMeans”
can be fully modified, deactivated or deleted.

Add task

* store on local
Storage

* push to SFTP
server

daily (last 24
hours)

24_h_PowerMeans [C5V] mean values
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CSV settings

CSYV files are intended for transmitting statistics of mean values. You may adjust the below parameters to
adapt the file format and the content of the created files to your requirements.

Hint: CSV settings are not applied to the files created by the task Periodic PQIS

Separator Semicolon
Decimal separator Dot

Time format Local time +AB
include min/max values Yes

Scaled to... Mominal values

Digits after decimal point

e The Separator separates the individual entries on a text line for later display in table form.

o The Decimal separator defines how numbers or measured values are written to the file. The decimal
separator must correspond to the country-specific number format of the operating system so that the
CSYV file can be opened directly in Excel without an import process. Common separators are periods
(123.45) or commas (123.45).

¢ Time format defines the time format to be written. With the “local time + AB” time format, the double
entries between 2 and 3 AM are supplemented with the letters A and B when switching back from
daylight saving time.

¢ Include min/max values defines whether mean values with / without minimum and maximum values
are written to the CSV file.

e Scaled to specifies whether the numerical value is based on the basic unit (e.g. 1087.65W) or on the
units specified according to the nominal values (e.g. 1.0876kW), which are also used in the web
interface.

o Digits after decimal point defines the number of digits after the decimal separator with which the
numbers are written to the file.

4.6.3 Accessing file information via webpage

You can access files stored in the device using the service menu Local data storage | Download data.
Depending on the tasks defined in the data export scheduler the available file structure may be different:

e csv: container for all CSV files to be locally stored
¢ pqdif: container for all PQDIF files to be locally stored
The structure is displayed in a new tab.

> Service > Local data storage > Download data

| |ClalE
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All files are stored in a hierarchical time structure (year, month, day). By selecting the desired date and
double-clicking on the appropriate file, it can easily be downloaded.

> Service > Local data storage > Download data

<] |clalss

B PQ5000-1197660001_20210211_Events 12.02.2021,01:12:22 222 MB m
B PQ5000-1197660001_20210211_Histograms 12.02.2021, 01:12:59 45.64 kB m
B P5000-1197660001_20210211_Statistics 12.02.2021, 01:12:57 953.04kB m

4.6.4 Download of PQIS files
The files stored in the device can be downloaded and then transferred to the PQIS software.

Select time range to download

Survey [ 06.10.2023 10:05:46 - 09.10.2023 08:45'52 v]

Start 06.10.2023 10:05 i
End 09.10.2023 08:45 ]

Content

Mean values
PQ events

main signalling events

| Downlead | | Cancel

By selecting a measurement campaign, all information for the entire measurement period can be
downloaded to the local computer as a compressed ZIP file. The start and end times are automatically
set, but can be changed. If desired, data files for mains signaling voltage events may be omitted, as they
do not represent a power quality issue.
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4.6.5 Periodical sending to a SFTP Server

If in the data export scheduler the sending to an SFTP server was selected as action, the appropriate files
will be sent periodically to the SFTP server defined in the settings of the communication.

Host tenserv.camillebauer.intra

Port

Username sftpuser

Password

Base directory

Only connect to trusted host

Legacy host key algorithms None

None

SSH-DSS
SSH-RSA, SSH-DSS

For improving security, you may select that the device connects to trusted hosts only. When activating this
setting the host must be present and sends a public key back to the device. If you accept this key the
associated host will be added to the list of trusted servers.

X
If you trust this host, press Yes to add its host
key to a cache
Algorithm:ssh-rsa
SHAZ56:nMMAZ 2Lk 7akvlIrlifFZ0kofiUNoONYDUNWyeD7KZSM
MD5:b7:d6:c7-9c:37-ab:c7-8f hd:e5:90:57:01:b6:Bf-6b

Yes Mo

In the presently used OpenSSH version legacy algorithms are not enabled by default, as these older
algorithms have been found to be weak. But they can be enabled, if the used SFTP server does only
support these algorithms. In the Communication tests in the service menu various settings can be tested
to find the one supported by the SFTP server.
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5. Safety and Cyber Security notes
5.1 Safety notes

Death, serious injury or fire hazard could result from improper connection of this instrument.
Before connecting the instrument, you have to read and understand this manual.

@

Connection of this instrument must be performed in compliance with all applicable national
regulations on electricity and any additional safety requirements applicable to your
installation.

Observe all valid and applicable safety regulations for work on electrical equipment.

Installation, operation, and maintenance of this instrument must be performed by qualified
personnel only. The national regulations for electricity define a qualified person as “one who
has the skills and knowledge related to the construction and operation of the electrical
equipment and installations, and who has received safety training on the hazards involved.”

Qualified personnel who work on or near exposed energized electrical conductors must
follow applicable safety related work practices and procedures including appropriate
personal protective equipment in compliance with national standards for electrical safety
requirements for employee workplaces and any additional workplace safety requirements
applicable to your installation.

> B> BBk

It is forbidden to open the device as live parts can be exposed. Any intervention in the
device voids the warranty. Maintenance and repair work may only be carried out by our
service center.

ve)

2
o
=
o
(2]
o
=
=)
[12]
(2]
=
=
«Q

The instrument must be taken out of service if safe operation is no longer possible (e.g.
visible damage). The instrument must be returned to the factory.

Check all test leads and current sensors for insulation defects before use. Replace defective
current sensors immediately, voltage test leads can be replaced in the factory only.

Connection and operation of the device must only be carried out by trained personnel, who
can recognize the danger of contact and can take the necessary safety precautions. Danger
exists everywhere where voltages with a potential of greater than 30V against earth can
occur.

Before connecting, make sure the device is switched off. Hint: The instrument is not
equipped with an integrated circuit breaker; it is switched on as soon as the power adapter
is connected to a live power outlet.

Before connecting, check that the maximum values of all connections of the measurement
device are not exceeded.

Current sensors must be connected to the corresponding connectors of the instrument
before connecting to the measuring points.

Use in humid ambient conditions is not permitted. The device must not be exposed to
moisture.

> B BB

Before use, check that the device is completely dry, outside and inside. A humid device
must not be connected or supplied with auxiliary power.
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Q

1

When determining the place of installation, make sure that the limits of the operating
temperature are not exceeded.

When connecting

If measurements are made which involve a risk of contact, a second person should be
present on-site. This is typically the case during the connection of the current and voltage
measurement inputs.

De-energize the electrical circuit to be monitored before connecting the test leads and
current sensors. You always have to be aware that unforeseen voltages may be present on
the test location, for example due dangerously charged capacitors. Therefore, check the
absence of voltage and use the necessary protective equipment.

If it is not possible to switch off the system, the general safety instructions given above must
be observed. In particular, the wearing of personal protective equipment is mandatory.

Do not touch exposed metal parts of unused voltage test leads.

When using Rogowski coils ACF 2004 _1 refer to the operating instructions in Annex C.

> B B

When connecting current clamps to live unisolated wires, the clamps may only be touched in
the area given below.

>

When connecting the test leads and current sensors, pay attention to correct phase
sequence and energy direction.

The positive current or energy
direction is indicated on the
current sensors with an arrow
(marked in red for better
visibility). This can be found
either on the housing or on
the nameplate.
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5.2 Cyber Security notes

This device can record data (measurement data, events, logging of operating procedures, etc.).
This data can represent an asset that is worthy of protection and must be protected against
disclosure and modification, and its availability must be guaranteed. In order to achieve the
greatest possible security with regard to cyber security threats, the following must be observed:

Security-relevant settings must be made during commissioning. See the policies in
chapter 7.1 Cyber Security policies

The device software must be kept up to date during operation. Software updates are published
on the manufacturer's website.

When decommissioning the device, security-relevant measures must be performed. See
chapter 9.4 Cyber security decommissioning.
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6. Electrical connections

A Be sure to observe the Safety instructions in chapter 5!

6.1 Voltage and current inputs

Device variant with current measurement via 4-phase Rogowski probe

POWER
LAN GPS @ @
E)
03V~ 400 V LN
12V/1A el
600V = CAT Ill
300V +CATIV

Device variant with current measurement via current clamps xA/1V

1V~ 1V~ 1V~
600 V= CAT il
POWER 300 V< CAT IV
LAN GPS @
O
12V/1A 400 VLN
893V LL
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Single-phase AC mains
Current measurement via 4-phase Rogowski probe 2000 A

—>
i %

= T

PE \._{ 4

U
400V LN
693V LL
Current measurement via clamps xA/1V
-
L1 ﬁ
L1 ) (
_>
" |
PE -

® ® ©6& O

1=~ V=~ V=~ V- 400V LN
693V LL

Three wire system, unbalanced load
Current measurement via 4-phase Rogowski probe 2000 A

i > ,
L2 \oi "f\ ’!j 4 "+
L \u-j] —P X '

0.3V~ 400V LN
693V LL
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Current measurement via clamps xA/1V

L1 = .

- ] —» 4 X
ﬁ‘ - ] 4 X

L3 -

| |

® ® ® ® @

1V~ V=~ 1V~ 1V~ 400V LN
693V LL

Four wire system, unbalanced load
Current measurement via 4-phase Rogowski probe 2000 A

L1 _>‘ ] 4 2
L \u.j] —Pm 1 ><+

L1 \ m< —» D 5 ‘ X
:3 63 \oéj—bf‘\ 3] /!] X X X

PE \...{ '

¢

0.3V~ 400V LN
693V LL

Current measurement via clamps xA/1V
—>
L1 ‘

i ﬁ —>» 4 X !
i ] X

> 4
L3 .
N ﬁ —P ] 4 XXX
ﬁ, ]
PE k '

*
@ ®&® 6 ®

V= V=~ V=~ 1V~ 400V LN
693V LL
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Split-phase ("two phase system"), unbalanced load
Current measurement via 4-phase Rogowski probe 2000 A

i "/\_» 4

Ei ﬂ] XX
2 L2

>
PE .

4U

0.3V~ 400V LN
693V LL

Current measurement via clamps xA/1V

, ﬁ —» 4 X
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L2 | =
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; > i
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4
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V=~ 1V~ 1=~ V=~ 400V LN
693V LL

Measurement in the secondary circuit of current transformers

Using current clamps 10A/1V a direct measurement in the secondary circuit of current transformers is
possible. In order that measured values are scaled correctly, the current transformer ratio (CT: primary /
CT: secondary) in the configuration of the measurement (4.2.2) must be set accordingly.

P1 P2

L1 -
S10 g ¥S2 ~ X
—>h P1 P2
.

L2 X
s1e g ¥s2 1 X
- P1 P2
L3 - o~
31%\332
-
@
® ® ® u
1V~ 1V~ 1V~ 1V~ 400V LN

693V LL

Measurement in the secondary circuit of a voltage transformer
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The voltage may be taken from the secondary of a voltage transformer as well. This is shown below on
the left.

If a voltage transformer with extra windings for measuring the homopolar voltage is applied, connections
should be as shown below on the right.

L1 L2 L3

400% LW 400% LW
B93VLL B93VLL
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6.2 GPS time synchronization

The optional GPS connection module serves for connecting a GPS receiver as a very accurate time
synchronization source for the measurement device. The GPS receiver, available as an accessory, is
used as outdoor antenna to process data from multiple GPS satellites simultaneously.

GPS receiver
Only use the receiver Garmin GPS 16x-LVS (article
no. 181131), offered as an accessory. This device
is preconfigured by us and provides the required
time information (sentences) without further
configuration effort.

e Protection: IPx7 (waterproof)
e Operating temperature: -30...80°C

e Storage temperature: -40...80°C

e 1Hz pulse accuracy:  1us

e Connector: RJ45

Choosing a mounting location

For a correct operation the GPS receiver requires data from at least 3 satellites at the same time.
Therefore, position the receiver so that the clearest possible view of the sky and horizon in all direction is
obtained. This can be on the roof of a building, at best without reception being restricted by other
buildings or obstacles. Avoid mounting the receiver next to large areas of conductible material, as this
may cause poor signal reception. It should be also not closer than 1 meter away from any other antenna.

If lightning protection is required, this must be
provided by the user.

1.65 inches [42 mm]

Mounting the GPS receiver

e The GPS receiver Garmin GPS 16x-LVS —
can be flush mounted by means of 3 M4 : } =
SCrews. 120 Degrees

oo (e M4 Thread

e 120° distribution over a circle of 71.6mm

- 3.58 inches [91 mm]

e Thread length max. 8mm. Using longer
screws may damage the GPS receiver.

2.4 inches [62 mm] —o|
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PM 1002144 000 06

Connecting the GPS receiver

devices could be damaged.

Never connect the RJ45 socket of the connecting cable
directly to a network device such as a router or switch. These

The GPS receiver is plugged directly into the GPS connection module. The connection cable has a length
of 5m. It may be extended to up to 50m using an RJ45 coupling and an Ethernet cable. The connection
cable should not be laid in parallel to live conductors. Twisting or sharp kinking of the cable must be

avoided.

Commissioning

¢ In the settings menu change time synchronization to ,NTP server / GPS*

¢ Check the time synchronization status

> Service > Device information > Device state

Min/max values reset Device version

Device license

Meter contents set/reset
Operating hours Device state

Device information

Factory reset

Firmware update

Communication Tests

Device reboot

interraces -----

1) eth@
MAC:

State:
Link:
Speed:

IP address:

Broadcast addr.:

Subnet mask:
Gateway addr.:

Name servers ---

DNS server 1:

Time sources ---

Source 1:
Source 2:
Source 3:

86:12:34:1A:88:85

Up

Yes

186Mb/s

192.168.62.142 [static]
192.168.63.255 [static]
255.255.248.8 [static]
192.168.56.4 [static]
192.168.56.55 [static]

pool.ntp.org
Local clock
GPS

IENEE NS ---————----——----------
synchronised to GPS at stratum 1

time correct to within 1 ms

polling server every 16 s

GPSESTatUS) ———

Number of satellites: 64
GPS quality: Differential fix

¢ The time synchronization can be restarted by switching the time synchronization off and on again.

¢ Time synchronization via GPS and NTP server may work in parallel. If both synchronization sources
are available, the system uses the more accurate time source, which is normally GPS.

When connecting a GPS receiver for the first time or when it has been out of
D operation for a long time, it may take up to 1 hour for finding enough satellites for
GPS receiver operation and thus for a reliable time synchronization.

6.3 Power supply

The instrument is not equipped with an integrated circuit breaker; it is switched on as
soon as the power adapter is connected to a live power outlet.

outlet.

ﬁ The power adapter must be connected to the device before it is plugged into the power
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7. Commissioning

7.1 Cyber Security policies

Activation of firewall

To protect data (sub billing, energy efficiency data, power monitoring data, grid power quality
data, syslog data, timestamps) from unauthorized access, the IP-based whitelist shall be
activated immediately during the first commissioning of the device.

Configuration interface
To protect the device configuration from unauthorized manipulation, the role-based access
control system shall be activated and configured to define the rights of the individual roles.

Passwords

To protect the device configuration from unauthorized manipulation, the users defined in the
role-based access control system shall use strong passwords. The access credentials must
be safely stored (e.g. do not affix any stickers with access data to the device).

Ul access to measurement data

To protect the measured and/or recorded data from unauthorized disclosure, the role-based
access control system shall be activated and configured to define the access rights of the
individual roles.

Modbus TCP interface

To protect data (sub billing, power monitoring data, grid power quality data) from
unauthorized access, the Modbus TCP interface shall be deactivated if the interface is not
used.

Scheduled export
To protect data from unauthorized access, the export interface of the device shall be
deactivated if the interface is not used.

NTP interface

The NTP protocol does not offer any protection mechanisms against manipulation of data,
e.g. by a “man in the middle” scenario. Therefore, if NTP synchronization is not used in the
application, the time synchronization shall be disabled to protect the device against
manipulation of time and timestamping information.

@ & @ & & & &

Syslog interface

The syslog protocol does not offer any protection mechanisms against manipulation of data,
e.g. by a “man in the middle” scenario. Therefore, to protect the syslog data from
unauthorized access, the syslog interface of the device shall be deactivated if the interface is
not used.

@}

External I/O data

External I/O data that is collected or emitted by the device is not subject by the device's
protection mechanisms against disclosure, manipulation or loss of availability. It is the
responsibility of the product user to take appropriate protective measures (e.g. physical
access restriction).
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7.2 Device start

LINAX|PQso00

POWER | QUALITY

POWER

When the device is powered via the power adapter,
the POWER-LED starts flashing. As soon as the
POWER LED is permanently ON the startup
procedure is finished.

POWER
RECORD

Hint
It is recommended to start the data logging only if ...
» the correct connection of the device has been checked
» the configuration for the present measurement location is complete and correct
» this configuration has been stored and activated in the device
» Measurement data such as min/max values of a previous recording has been reset

Otherwise the device could contain meaningless recordings that complicate the subsequent evaluation
and conformity assessment.

7.3 Installation check
The correct connection of the current and voltage inputs can be checked in two ways.

a) Sense of rotation check: Using the sequence of the current and voltage phasors the sense of
rotation is determined and compared to the configured one. The phase rotation indicator is arranged
in the menu “Phasor diagram”.

Test requirement: Magnitude of all connected voltages at least 5% of nominal, magnitude of all connected
currents at least 0.2% of nominal.

> Phasor diagram

Possible results

Correct sense of rotation

Voltage
PN Wrong sense of rotation

Missing phase or magnitude too

Current small
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b) Phasor verification: The phasor diagram shows a technical visualization of the current and voltage
phasors, using a counter-clockwise rotation, independent of the real sense of rotation.

QO The diagram is always built basing on the voltage of the
reference channel (direction 3 o’clock)

N O

230,60 230.64 230.54 v

Correct installation (expectation)

0.00 <119.97 120,03

8597 8503 8536 A * Voltage sequence in clock-wise order

22 27 200 - L1 > 12> L3(0° > -120° > 120°)

ooz 0020 0040 P e Current sequence in clock-wise order
L1>12->1L3

« Similar angle between voltage and current phasors in all
phases (approx. -20°)

50V/div  20A/div

230.58 230.63 230.53 v What,s wrong?

0.00 -119.97 12003

wsse w0 aser N * \oltage sequence: L1 > 2> L3

g p— o ; e Current sequence: L1-> L3 - L2; Current L2 is out of the
0s21 0530 0s40 er expected sequence

e Angle U-I: Angle between U, and I, is approx. 180° wrong

Required correction
Reversing the polarity of current I,

50v/div  20A/div

N [

230.59 230.49 230.70 v

What’s wrong?

000 12008 1998 : * Voltage sequence: L1-> L3 > L2; L3 and L2 seem to be
8597 s02 a8 A interchanged

229 983 1400 : e Current sequence: L1 > > L3

gzl B ore i e Angle U-I: Angles between U> / Iz and Uis / I3 do not

correspond to the expectations

Required correction
Exchanging the connections of the voltages L2 and L3

50V/div  20A/div

’ ?
I I | Vhat's wrong?

2058 23049 23068 v e Voltage sequence: L1-> L3 - L2; L3 and L2 seems to be
0.00 120.04 -119.99 E exchanged
8s7 go0s gsee A e Current sequence: L1-> L3 - L2; Current L2 is out of the

229 816 -140.0

expected sequence
e Angle U-I: Angles between U, / I, and U3 / I 5 do not
correspond to the expectations

0.921 0145 0.766 PF

Required correction
Exchanging the connections of the voltages L2 and L3 and
50V/div. 20A/div reversing the polarity of the current input I,

EENEN | What's wrong?

- — — : * \oltage sequence: L1 > > L3

— o o = e Current sequence: L3 > L1 >

130 1416 500 . e Angle U-I: The U-I angles do not correspond to the
a7 784 0768 o expectation, but are similar

0.00 120,02 119.98

Required correction

Cyclical exchange of the voltage connections: L1->L3, L2>L1,
L3->L2. As an alternative the sequence of all currents may be
50v/div 20A/div changed as well (more effort required).
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7.4 Measurement data reset
¢ Minimum and maximum values may be reset in groups via the service menu:

> Service > Min/max values reset

Min/max values reset

Voltage, current, frequency

Meter contents set/reset Power quantities

Start/Stop data recording Mean-values
Logger values reset Harmonic analysis
Operating hours Imbalance values
Device information

PQ data

Factory reset

Firmware update

Communication Tests

Device reboot

Group | Values to be reset
1 Min/max values of voltages, currents and frequency
2 Min/max values of Power quantities (P,Q,Q(H1),D,S); min. load factors
3 Min/max values of power mean-values, bimetal slave pointers and free selectable mean-values
4 Maximum values of harmonic analysis: THD U/I, TDD I, individual harmonics U/I
5 All imbalance maximum values of voltage and current

¢ Meter contents may be individually set or reset during operation using the service menu

* Recorded logger data can be individually reset via the service menu

When deleting logger data, always the complete content of the
selected group is deleted, it is not differentiated according to
configurations.

> Logger values reset

Simulation

Mean logger reset

Min/max values reset Meter logger reset

Meter contents set/reset Alarm/event list reset

Reset PQ data

Logger values reset

Operating hours
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7.5 Start data recording

The data recording can be started directly at the device or via the website.

LINAX|PQso00

POWER | QUALITY

POWER
RECORD

> Service > Start/Stop data recording

Min/max values reset Data recording
Meter contents set/reset

Start/Stop data recording

Logger values reset

Operating hours

Device information

PQ data

Factory reset

Firmware update

Communication Tests

Device reboot

Start / Stop of data recording via the service menu

RECORD

Using the button RECORD recording can be
started and stopped. If the associated LED is ON,
recording is started.

The state of the data recording is displayed in the status bar

Data recording Status bar

Started i 4 (] / |
Stopped N | [ | /

Tip: By selecting the status symbol you can go directly to the corresponding menu

PM 1002144 000 06
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8. Evaluation of recorded data

For the evaluation of recorded data, you first have to activate the configuration used during
data recording. Only data recorded with the active configuration will be shown.

Q
D ATTENTION: If the configuration used during data recording has been changed or is no
longer available, an evaluation of the data may no longer be possible.

8.1 Available long-term recordings

Via Configuration manager the recorded time ranges for each configuration may be displayed:

Config:

[ [0] Unterverteilung Basement, Address, Wohlen (active) ~ l

N N .

Unterverteilung 4W unbalanced
asement 2300V

M CrILEBAUER R
Wohlel

n

100.000A
50Hz

Config [0] Survey

30.08.2022, 10:48:09 14.11.2022, 14:57:30

30.08.2022,10:03:13 30.08.2022, 10:48:05
29.08.2022, 08:49:14 30.08.2022, 10:03:04
17.08.2022,17:23:33 29.08.2022, 08:48:58
12.08.2022, 16:20:39 17.08.2022, 16:46:35
11.08.2022,12:20:20 12.08.2022, 13:28:17

10.08.2022, 15:32:51 11.08.2022, 11:23:20

LSS U RS (U RS (U U

09.08.2022, 17:21:48 10.08.2022, 10:44:52

e Periodic meter readings, predefined (4) and user-
specific (12) quantities

Group Data type Request
e Mean-values versus time, predefined (5) and user-
o i Mean value
o specific (12) quantities
Periodic data logger

Meter logger

Events

In form of a logbook with time information:

e Event list: Every state transition of monitoring
functions or limit values, classified as event

e Alarm list: Every state transition of monitoring
functions or limit values, classified as alarm

Event and alarm
list

Security
events

e Security log (SYSLOG)

Log of the
security system

PQ events

The occurrence of PQ events will be registered in the
PQ event list. By selecting the entries for voltage
events:

o the course of the RMS values of all U/
o the wave shape of all U/
during the disturbance will be displayed

Events

PQ events and
Mains Signalling

PQ statistic

For a selectable weekly interval the evaluation of the PQ

statistic is displayed, depending on the selected
standard.

In addition, daily trends of the monitored PQ variables
can be displayed.

By means of PQ-Easy Report, conformity reports can be

created directly via website.
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Data export as CSV file

With the exception of the PQ statistic data, all information shown above can be exported as
bt CSV file (Comma Separated Value).

Download data
Time domain For courses of measurement (e.g. mean values)
i the time range of the data to export can be
selected. For event lists the last 250 events are
stored.

Today
June 2016

The created CSV file can be imported as a text file
to Excel, with comma as a separator.

120 18208 Data for all quantities of the corresponding group

are stored in the same file.

Download Cancel

8.1.1 Periodic data

Displaying the chronology of the mean values

The chronology of the mean values is available via the menu Energy and is divided in two groups:
¢ Pre-defined power mean values

e User-defined mean values

Power mean values can easily be converted into energy values:

‘ Energy = Averaging_interval * Power_mean_value

By summing these individual values, energy consumption can be calculated with high resolution. This can
be done very easily via the exported CSV data in Excel.

> Energy > Mean value logger

Meter contents Mean value logger

Meter logger User mean logger

Mean-values

Mean value logger

Bimetal current

Selection of the mean value group
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> Mean value logger

Log. P (1+IV)

£ 3 £

«> 1452016

P mean (11V) [kW]

Log. P (1IN

Log Q (I1+V)

Today

=13062016 =14062016

> Mean value logger

Log. P (V) Log P (1))

£ 3 3

AP 1462016

P mean (I+1V) [kw]

Log. Q () Log. O (I1HIV)

Today

=13062016 =14062016

> Mean value logger

Log P (HIV)

€2 0 e

> 1352008

P mean (1+1V) lkw]

B1.0 9%, +56.7 o, +126.2 k|
28 K, ~58.4 W, <1338 k|

This week

w06062016-12062016 »13062016-19062016

w0

M

PM 1002144 000 06

a0
204,
iy - [r— ¥
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The selection of the mean-value quantity to
display can be performed via choosing the
corresponding register. Three different kind of
displays are supported:

e Daily profile: Hourly mean-values will be shown,
independently of the real averaging time

o Weekly profile

e Table: Listing of all acquired mean-values in the
sequence of the real averaging interval

The graphical representation allows comparing
directly the values of the previous day respectively
week.

By selecting the bars you may read the associated
values:

¢ Mean-value
e Min. RMS value within the interval

e Max. RMS value within the interval

Weekly display
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> Mean value logger

Log. P (1Y)

£ 3 D

r 135208 This wesk
06.2016-1206.2016 =13.06.2016 - 19.06.2016
P mean (I+1V) [kw]

489 KW, -6 00, <1444

Weekly display: Reading

> Mean value logger

Log. P (1+V) Log. P (Il

@
\\-ﬂ!_“_r_e\_u_lwsi 1 [ z | 3 W 4 | STNexh Results per page |25 v 5
N IR N T

1 14062016, 143300000 7889 kW 6575 WW 10942 kW

2 14062016, 14:3200000 9365 kW T496 WKW 12697 kW

3 1406.2016,1431 00000 8642 kW THaE W 10469 kW

4 14062016, 143000000 BOIT kW 6TI6 WKW 10659 kW

5 14062016,142900000 BSG2 kW TS0 MW Mmar e

6 14062016, 142800000 EO096 kW 6296 KW 612 kW

T 14062016, 142700000 B196 kW 6881 W 10847 kW

8 14062016, 142600000 BOGE kW 6805 WKW 10254 kW

9 14062016.142500000 B85 KW 612 12343 W0 Mean values in table format

Displaying the chronology of meter contents

The chronology of meters is available via the menu Energy and is divided in two groups:
¢ Pre-defined meters
¢ User-defined meters

From the difference of two successive meter readings the energy consumption for the dedicated time
range can be determined.

> Energy > Meter logger

Meter contents Std. meter log.

User meter log.

Meter logger

Mean-values

Mean value logger

Bimetal current

Selection of the meter logger group
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> Std. meter log.

Log. 3P(+1V) Log. SP(I+II) Log. 3Q(+1) Log. ZQ(ll+V)

(cPreviousl 1 | 2 | 3 | 4 | 5 |Nexlx Results per page |25

I s T
1 kwh

15.06.2016, 14:00:00.000 0 33276.80 kwh
15.06.2016, 13:00:00.000 0  kWh 3320310 kwh
15.06.2016, 12:00:00.000 0 kwh 3313740 kwh
15.06.2016, 11:00:00.000 kwh 33069.10 kwh
15.06.2016, 10:00:00.000 kwh 32996 kwh
15.06.2016, 09:00:00.000 kWh 32919.70 kwh
15.06.2016, 08:00:00.000 kwh 3284990 kwh
15.06.2016, 07:00:00.000 kwh 32784  kWh
15.06.2016, 06:00:00.000 KWh 3273530 kwh

15.06.2016, 05:00:00.000 kwh 32719.10 kwh

n 15 0A 20016 N4-00-00 00N 0 kwh 27687 10 kWh

Meter content readings in table form

8.1.2 Events

Event lists are a kind of logbook. The occurrence of monitored events is recorded in the appropriate list
with the time of its occurrence. There are the following lists:

e Alarm and event list (based on user-defined monitorings, chap. 4.2)
¢ PQ events (8.1.3)
e Security log (8.3.5) via Service menu

> Events

PQ events

Alarms

Event and alarm list

> Event and alarm list

Event list Alarm list

| 2 | 3 | 4 | 5 | > |+5>>] Results per page
I T T
1

(k] < |1

25.11.2019,18:30:36,097  UTN high 4
2 25.11.2019,18:16:27,154  UTN high L
3 25.11.2019,18:16:03,609  UTN high J
4 25.11.2019,17:46:56,066  UTN high L
5 21.11.2019,14:15:16453  UTN high J
6 21.11.2019, 14:15:09,055  UTN high L
7 21119010 140740210 11K hinh 0

Example of an event list
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8.1.3 PQevents

Recorded events are available in the form of a logbook, mains signalling events are stored in a separated
list. Each detected event is entered into the PQ event list with the time of its occurrence, the remaining
voltage and the duration of the event. By selecting a list entry, the graphical display of the measured
values during this event is entered. The following presentations are available:

¢ Half cycle RMS curves of all voltages, all currents, all voltages and currents

¢ Curve shapes of all voltages, all currents, all voltages and currents

> PQ events

Mains Signalling

(I<| < | 1 | 2 |3| 4 | 5 | > |+5>>) Results per page
ﬂ“_mm.ml

22.11.2018, 06:04:54,061 Voltage dip ~ Residual voltage: 177.59 Depth: 52.41 0.070
52 15.11.2018, 06:19:34,599 u1,u3 Rapid voltage change ~ AUmax: 3034 V AUss: 008 V 0.093
53 30.10.2018, 01:32:59,765 u3 Rapid voltage change ~ AUmax: 1378 VvV AUss: 012 V 0.340
54 30.10.2018,01:31:01,378 uz Rapid voltage change ~ AUmax: 1983 V AUss: 032 V 0.070
55 30.10.2018,01:29:14,032 u3 Rapid voltage change ~ AUmax: 2122 V AUss: 060 V 0.650
56 29.10.2018, 20:06:17,128 u1,uz,u3 Rapid voltage change ~ AUmax: 2378 V AUss: 095 V 0117
57 28.10.2018, 06:04:04,247 ul Rapid voltage change ~ AUmax: 1862 V AUss: 014 V 0.060
58 25.10.2018, 15:57:16,387 u3 Voltage dip ~ Residual voltage: 187.26 V  Depth: 4274 WV 0.040
59 25.10.2018, 13:25:06,893 u1,uz2 Rapid voltage change ~ AUmax: 1932 V AUss: 018 V 0.027

List of PQ events

Mains Signalling

Trigger channel: U1,UZ,U3  Event type: Voltage dip  Duration [s]: 0.383

B UIN UZN B U3N O UNE
UM

4 16.04.2018 08:03:42,589462
250

188

125

63

1 0801 -0602 -0.403 -0.204 -0.005 0.194 0393 0.592 0791 0.990 1.189

I 12 13 aIN

16.04.2018 08:03:42,589462

p 5]

1 0801 -0602 -0.403 -0.204 -0.005 0.194 0393 0.592 0791 0.990 1.189

Graphical display of a PQ event (RMS %)

PM 1002144 000 06 Device handbook PQ5000-MOBILE 62/86



The recorded data in the mains signalling area allow checking, if the magnitude of the ripple control signal
at the receiver complies with the expectations and if the pulse sequences arrive correctly.

Mains Signalling

Trigger channel: U1 Event type: Signal voltage  Duration [s]: 6.806
UTN U2ZN U3N [JUNE

04.04.2019 12:01:25,459530

-0.526 0.951 2.427 3.903 5.379 6.856 8.332

Recognized sequence on the ripple control frequency
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8.1.4 PQ statistic
Via the menu PQ statistic all recorded power quality data can be visualized and assessed.

e PQ statistic overview of the monitored criteria (4.4.2)

e Daily trends of the recorded PQ variables
e PQ-Easy compliance report

e PQ-Easy harmonic contribution report, only for devices with option “assessment of harmonic
contribution”

PQ statistic overview

The overview is loaded and displayed for the duration of the selected survey period, applying the selected
standard. From that it is very easy to see whether the limits of the monitored criteria are respected or not.
Each criterion to be monitored by the selected standard is represented by a bar, which itself may be
composed of multiple color components:

I  Requirement fulfilled
Missing data
I Requirement not fulfilled

Example for monitoring voltage variations:

U1IN

U2M

U3N

1 0% 92.5% G5% G7 5% 100%
¢ Limit to be respected is marked with a red line (95% of the time range)
o U1N: Requirement fulfilled, because green bar > 95%
e U2N: Requirement not fulfilled, because green bar < 95%

e U3N: Requirement fulfilled, because green bar > 95%

> PQ statistic

[ oroen | romeey | oot on | ey | o iicorn

PQ statistic

Service

Settings

Config manager Voltage

UIN

12N

U3N E |

1 s0.0% 925% 95.0% 97.5% 100.0%

Long-term Flicker Pit

PatiN
PstZN
PstaN
1

S0.0% 925% 95.0% 97.5% 100.0%

The PQ statistic overview is
shown for the duration of
the selected campaign, with
the end time being reduced
to the last full 10-min
interval.

Mains Signalling Voltage
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Daily trends of monitored PQ variables

For all recorded PQ variables details can be displayed on daily basis. As far as the selected standard
defines limits for the visualized quantity, these will be inserted in the graphic. Some examples are shown

below:

«p |05082023 Yesterday

Harmonics U1IN

limit 1

H15

[Elmean: 0.075 %
Emax 0.113 %

s B 5 0 s . <ELSUEN
2 4 6 8 18 12 14 16 18 28 5 28 38 34 3 40 42 44 46 48
Harmonics
Harmonics U2N
limit 1
| l_lul,- = s e = =
2 4 6 8 18 12 14 16 18 28 22 24 26 28 39 32 34 36 38 48 42 44 46 48
Harmonics
Harmonics U3N
Limit 1
_-_l_-;l,- O -
2 4 8 19 4 16 18 20 6 28 38 34 38 4 42 44 46 48
Harmonics
Norm  EWS0160 v
UTN U2N U3N min./max. Grenzwert
260V
250 v
240V 3 L doae o = e Ry IS g e B e AN
A e s 5, s e T\
1
230V i
[
{
20V
210V
200V
190V
81:e8 06:808 11:88 16:88 21:88
t
Norm | EN50160 v

49.91

PM 1002144 000 06

e

G): ||||

5%

& _-lI Ill-__
6.00 0.05

Ansicht zuriicksetzen

F [Hz]
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Voltage harmonics

For each phase and each
harmonic, it is shown, how
close the determined values are
to the limit value.

For each value the mean value
of the 144 daily values and the
maximum 10-min value is
displayed.

Voltage trends

For each individual voltage the
daily trend of the 10-min values
is shown.

For the selected standard the
following ranges may not be
left:

o for 100% of time (+10%)
o for 95% of time (+10 / -15%)

Distribution of 10-s frequency
values

The limit values are here not
visible, because they are
outside of the displayed range.
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8.1.5 PQ-Easy compliance report

Via a compliance or harmonic contribution report in PDF format can be created.

> PQ-Statistik

Ubersicht Tagesstatistik Spannung Zwischenharmonische U Tagesstatistik Strom
Zwischenharmonische |

PQ-EASY

14.07.2020-17.07 2020 v Norm | EN50160 hd

NS v

Frequenz

F ————————— | 1

t 95.0% 96.3% 97.5% 98.8% 100.0%

Spannung
b 4
Generate PQ Report
Please specify a period, a standard and a coverage 1. Select survey. Hint: Start and end time are
0 [(24082023-11.09.2023  +] reduced to 10-min intervals.
Start [ 24.08.2023 09:20:00 | . I .
-— (1052023 16.1000 ] 2. Start and end time may be modified in 10-min
Template [ Compliance report v] steps.
Standard
== e (N v) 3. Select type of report (compliance or harmonic
= v iy
—r Content contribution report)
° Cover
Overview 4. Select content of report
Details
Events 5. Enter a comment, which needs to be shown on
Comment the first page of the report
g 6. Start report generation...
Start Cancel

During report generation a progress bar is shown at
= PQ the upper side of the screen. The duration of the
. ) : report generation depends on the selected content,
ease wait... .
= @ iitiaize the assessment period and the number of recorded
= @ Collect data PQ events.
Generate PO Report
Cancel
P
Generate PQ Report The generated report can be downloaded.
—_X
o FETIT SIS I S el Depending on the browser and its settings, you can either
" choose where to save the file or the report will be saved in

T — e the default download directory.
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Example of a compliance report

a) Overview

Acwn s

PQ-EASY

o — | | B - P [T R TP R

c) Events

e e

EEEEEEEEEE
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Example of a harmonic contribution report

d) Overview

e
Vi v ACAMH_LE BAUER

PQ-EASY

e) Details

[ ———
o Acwnie e Mcwnie e
N

N
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8.2 Measurement files

8.2.1 Accessing file information via webpage
You can access files stored in the device using the service menu Local data storage | Download data.
Depending on the tasks defined in the data export scheduler the available file structure may be different:

e csv: container for all CSV files to be locally stored
¢ pqdif: container for all PQDIF files to be locally stored
The structure is displayed in a new tab.

> Service > Local data storage > Download data

Files in the pqdif folder are stored in a hierarchical time structure (year, month, day). By selecting the
desired date and double-clicking on the appropriate file, a PQDIF may be easily downloaded.

> Service > Local data storage > Download data

. . . . I /padif/y2021/m02/d11

ﬁ PQ5000-1197660001_20210211_Events 12.02.2021, 01:1222 222 MB m
E PQS5000-1197660001_20210211_Histograms 12.02.2021, 01:1259 48.64 kB m
E PQS5000-1197660001_20210211_Statistics 12.02.2021, 01:1257 963.04 kB m

8.2.2 Evaluation of the PQDIF files
For the analysis of the data of the PQDIF files a free tool with limited functionality, such as the
PQDiffractor from Electrotek Concepts (http://www.pgview.com/pqdiffractor/; registration required), or any
other software (e.g. Dranview-7) supporting the PQDIF format can be used.

Voltage dip - 2022-07-14 15:43:27.9313

— — —
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Representation of a voltage dip using PQDiffractor
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9. Service, maintenance and disposal

9.1 Calibration and new adjustment

Each device is adjusted and checked before delivery. The condition as supplied to the customer is
measured and stored in electronic form.

The uncertainty of measurement devices may be altered during normal operation if, for example, the
specified ambient conditions are not met. If desired, in our factory a calibration can be performed,
including a new adjustment if necessary, to assure the accuracy of the device.

9.2 Cleaning

The operating keys should be cleaned in regular intervals. Use a dry or slightly moist cloth for this.

Damage due to detergents
Detergents can damage the device. Therefore, do not use detergents.

9.3 Battery

The device contains a battery for buffering the internal clock. It cannot be changed by the user. The
replacement can be done at the factory only.

In addition, devices with manufacturing date from 20/15 have a built-in UPS for bridging power supply
failures. The associated battery pack needs to be replaced regularly. Due to aging the capacity of the
battery decreases. To ensure a successful operation of the device during power interruptions the battery
needs to be replaced every 3 up to 5 years. This replacement can be done at the factory only and is a
standard procedure when the device is sent back for calibration.

9.4 Cyber Security Decommissioning

Logger data on internal Memory

To protect the data (sub billing, power monitoring data, grid power quality data, syslog data,
w time stamps) from unauthorized access, the data must be erased before the device is

decommissioned.
This can be done via the corresponding menu item in the Service menu.

9.5 Disposal

The product must be disposed in compliance with local regulations. This particularly applies to the built-in
batteries.

removed batteries.

é Potential for Fire or Burning. Do not disassemble, crush, heat or burn the
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10. Technical data

Inputs

Nominal voltage:
Measurement max.:
Measurement category:
Consumption:
Impedance:

Overload capacity:

Current

57.7...400 Vin, 100...693 Vu;

520 Vi, 900 Vi (Sinus)

600V CAT llI

< U2/ 1.54 MQ per phase

1.54 MQ per phase

continuous: 520 Vi, 900 ViL
10 x 1 s, interval 10s: 800 Vin,1386 VL
Measurement uncertainty: 0.1%

a) Rogowski probe ACF 2004 _1

Current range:
Measurement category:
Accuracy (25°C, 50Hz):
Interchangeability:

Linearity (10-100% MB):

Phase error (45-65 Hz):

Temperature coefficient:

Position sensitivity:

External field:

Frequency range:

b) Current clamps

Measurement category:

Frequency range:

10A/1V

Current range CR:

Output sensitivity:
Uncertainty:

100A / 1V

Current range CR:

Output sensitivity:
Uncertainty:

1000A / 1V

Current range CR:

Output sensitivity:
Uncertainty:

Nominal frequency:
Sampling rate:
Internal data memory:
Systems:

PM 1002144 000 06

up to 3800A

1000V CAT lII, 600V CATIV

1 0.5% of reading
+ 0.5% of reading
1 0.2% of reading
<t 1°

+ 0.05% of reading /C

+ 2% of reading
+ 5A

10Hz up to 20kHz (-1dB)

600V CATII
30Hz up to 10kHz

10mA up to 10A AC

100mV /A
Primary current 10...50mA 50...100mA 0,1...10A
Accuracy (of reading) +5% +2% +1%
Phase error (typically) undefined 5° 3°

1A up to 120A AC

10mV /A
Primary current 1...10A 10...25A 25...100A
Accuracy (of reading) +2% +1.5% +1%
Phase error (typically) undefined 22° 2°

1A up to 1200A AC

TImV/A
Primary current 1...10A 10...100A 100...1200A
Accuracy (of reading) +3%+0.1mV +1.5% +1%
Phase error (typically) undefined 0.5° 0.3°

42...50...58Hz or 50.5...60...

18 kHz
16 GB

69.5Hz, configurable

Single phase; Split phase (2-phase system); 3-wire balanced load;
3-wire unbalanced load; 3-wire unbalanced load in Aron connection;

4-wire, unbalanced load
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Power supply via power adapter

Rated voltage: 100 ... 240V AC
Secondary: 12V DC, 1A
Frequency: 47 ... 63 Hz

Uninterruptible power supply (UPS), from manufacturing date 20/15

Type: VARTA Easy Pack EZPAckL, UL listed MH16707
Nominal voltage: 3.7V
Capacity: 1150 mAh min., 4.5 Wh

5 times 3 minutes
3 up to 5 years, depending on operating and ambient conditions

Operating duration:
Life time:

Zero suppression, range limitations

The measurement of specific quantities is related to a pre-condition which must be fulfilled, that the
corresponding value can be determined and sent via interface or displayed. If this condition is not fulfilled,
a default value is used for the measurement.

Quantity Condition Default
Voltage Ux < 1% UXnom 0.00
Current IX <0,1% IXnom 0.00

PF Sx < 1% SXnom 1.00

QF, LF, tang Sx < 1% Sxnom 0.00
Frequency voltage and/or current input too low " Nominal frequency
Voltage unbalance Ux < 5% Uxnom 0.00
Current unbalance mean value of phase currents < 5% Ixnom 0.00

Phase angle U at least one voltage Ux < 5% UXnom 120°
Harmonics U, THD-U fundamental < 5% UXnom 0.00

") Specific levels depend on the device configuration

Communication

Ethernet via RJ45 socket

Protocol: Modbus/TCP, NTP, http, https, IPv4, IPv6
Physics: Ethernet 100BaseTX

Mode: 10/100 Mbit/s, full/half duplex, auto-negotiation
WLAN via USB socket

Protocol: Modbus/TCP, http

Access Point: up to 10 clients

The EDIMAX N150 Wireless LAN USB Adapter is in compliance with the essential requirements and other relevant

provisions of Directive 1999/5/EC, 2009/125/EC.
C(EFC 0. C
N20379 ARG

FORUSEN @O DOODD
DO POOGOOOOOOD
DOOOODOOOPODOO®

Internal clock (RTC)
Uncertainty:
Synchronization:
Running reserve:

+ 2 minutes / month (15 up to 30°C)
none, via Ethernet (NTP protocol) or GPS
> 10 years

PM 1002144 000 06 Device handbook PQ5000-MOBILE 72/86



Ambient conditions, general information
Operating temperature: < Device without UPS: —10 up to 15 up to 30 up to + 55°C
* Device with UPS: 0 up to_15 up to 30 up to + 35°C

(if used outside this operating temperature range, it is not ensured that the UPS battery pack is
recharged).

Storage temperature:  Base device: -25 up to + 70°C;
Battery pack UPS: -20...60°C (<1 month); -20°...45°C (< 3 months);
-20...30°C (< 1 year)

Temperature influence: 0.5 x measurement uncertainty per 10 K

Long term drift: 0.5 x measurement uncertainty per year

Usage group: Il (acc. EN 60 688)

Relative humidity: < 95% no condensation

Altitude: <2000 m max.

Safety

Protection class: Il (protective insulation, voltage inputs via protective impedance)
Pollution degree: 2

Protection: IP65 (closed housing)

Power Quality
Type of device: (IEC 62586-1) PQI-A FI2: Power Quality Instrument — Class A, Fixed installation;
Indoor environment with controlled temperature variations (2)

Measurement cycle: 200ms (50Hz: 10 cycles; 60Hz: 12 cycles)

Flagging concept: Multiphase approach in accordance with IEC 61000-4-30

Certification: According to IEC62586-2 (for verifying compliance with IEC 61000-4-30)
Certification body: Federal Institute of Metrology METAS, an independent and accredited laboratory
Test records: Conformity was proven at 230V / 50Hz and 120V / 60Hz

Conformity assessment against IEC 62586-2:2017

Clause | PQ parameter Compliance Compliance
120 V- 60 Hz 230 V-50 Hz

6.1 Power frequency Yes Yes

6.2 Magnitude of the supply voltage Yes Yes

6.3 Flicker Yes (class F1) Yes (class F1)

6.4 Supply voltage interruptions, dips and swells Yes Yes

6.5 Supply voltage unbalance Yes Yes

6.6 Voltage harmonics Yes Yes

6.7 Voltage interharmonics Yes Yes

6.8 Mains signalling voltage of the supply voltage Yes Yes

6.9 Measurement of underdeviation / overdeviation parameters Yes Yes

6.10 Flagging Yes Yes

6.11 Clock uncertainty testing Yes Yes

6.12 Variations due to external influence quantities Yes Yes

6.13 Rapid voltage changes (RVC) Yes Yes

6.14 Magnitude of current Yes Yes

6.15 Harmonic current Yes Yes

6.16 Interharmonic currents Yes Yes

6.17 Current imbalance Yes Yes
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Applied regulations, standards and directives

IEC/EN 61010-1 Safety regulations for electrical measuring, control and laboratory equipment

IEC/EN 61000-4-30 Ed.3 Power quality measurement methods

IEC/EN 61000-4-7 General guide on harmonics and interharmonics measurements

IEC/EN 61000-4-15 Flickermeter - Functional and design specifications

IEEE 1159.3 Recommended Practice for the Transfer of Power Quality Data

IEC 62586-1 Ed.2 Power quality measurement in power supply systems — Power quality instruments (PQI)

IEC 62586-2 Ed.2 Power quality measurement in power supply systems — Functional tests and uncertainty
requirements

IEC TS 63383 Cybersecurity aspects of devices used for power metering and monitoring, power quality
monitoring, data collection and analysis

EN50160 Voltage characteristics of electricity supplied by public distribution systems

DIN 40110 AC quantities

IEC/EN 60068-2-1/ Ambient tests

-2/-3/-6/-27: -1 Cold, -2 Dry heat, -3 Damp heat, -6 Vibration, -27 Shock

IEC/EN 61000-6-4 Electromagnetic compatibility (EMC): Emission standard for industrial environments

IEC/EN 61000-6-5 Electromagnetic compatibility (EMC): Immunity for equipment used in power station and
substation environment

IEC/EN 60529 Protection type by case

uL94 Tests for flammability of plastic materials for parts in devices and appliances

2011/65/EU (RoHS) EU directive on the restriction of the use of certain hazardous substances

Warning

This is a class A product. In a domestic environment this product may cause radio interference in which
case the user may be required to take adequate measures.

This device complies with part 15 of the FCC:

Operation is subject to the following two conditions: (1) This device may not cause harmful interference,
and (2) this device must accept any interference received, including interference that may cause
undesired operation.

This Class A digital apparatus complies with Canadian ICES-003.

FCC statement
The following statement applies to the products covered in this manual, unless otherwise specified herein. The

statement for other products will appear in the accompanying documentation.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules and meets all requirements of the Canadian Interference-Causing Equipment Standard
ICES-003 for digital apparatus. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and,
if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
e Consult the dealer or an experienced radio/T.V. technician for help.

Camille Bauer Metrawatt AG is not responsible for any radio television interference caused by unauthorized
modifications of this equipment or the substitution or attachment of connecting cables and equipment other than those
specified by Camille Bauer Metrawatt AG. The correction of interference caused by such unauthorized modification,
substitution or attachment will be the responsibility of the user.
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Annex

A
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Description of measured quantities

Used abbreviations

Incoming / outgoing / inductive / capacitive

The device provides information for all four quadrants.
Quadrants are normally identified using the roman numbers
[, I, Il and IV, as shown in the adjacent graphic. Depending
on whether the system is viewed from the producer or
consumer side, the interpretation of the quadrants is
changing: The energy built from the active power in the
quadrants I+1V can either been seen as delivered or
consumed active energy.

By avoiding terms like incoming / outgoing energy and
inductive or capacitive load when displaying data, an
independent interpretation of the 4-quadrant information
becomes possible. Instead the quadrant numbers |, II, Il or
IV, a combination of them or an appropriate graphical
representation is used. You can select your own point of
view by selecting the reference arrow system (load or
generator) in the settings of the measurement.

1L Single phase system

2L Split phase; system with 2 phases and center tap

3Lb 3-wire system with balanced load

3Lu 3-wire system with unbalanced load

3Lu.A 3-wire system with unbalanced load, Aron connection (only 2 currents connected)
4Lu 4-wire system with unbalanced load
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A1 Basic measurements

The basic measured quantities are calculated each 200ms by determining an average over 10 cycles at 50Hz resp.
12 cycles at 60Hz. If a measurement is available depends on the selected system.

Depending on the measured quantity also minimum and maximum values are determined and non-volatile stored with
timestamp. These values may be reset by the user via display, see resetting of measurements (7.3).

Measurement

present
max
min

1L

3Lb
3Lu
3Lu.A
4Lu

Voltage U
Voltage U
Voltage Uy
Voltage Usyn
Voltage U4,
Voltage U
Voltage Us,
Voltage Une
Current |
Current 1
Current 12
Current I3
Neutral current Iy

Earth current Ipe (calculated)

Active power P

Active power P1

Active power P2

Active power P3

Fundamental active power P(H1)
Fundamental active power P1(H1)
Fundamental active power P2(H1)
Fundamental active power P3(H1)
Total reactive power Q

Total reactive power Q1

Total reactive power Q2

Total reactive power Q3

Distortion reactive power D
Distortion reactive power D1
Distortion reactive power D2
Distortion reactive power D3
Fundamental reactive power Q(H1)
Fundamental reactive power Q1(H1)
Fundamental reactive power Q2(H1)
Fundamental reactive power Q3(H1)

2
2 |=2|=]| 2L

2|2 |2 (<
< |2 | <<
P P [ - P =

2|2 || 2|2

2
2
<_

<

< | <
2

< | <2 | <

< | <2 | <

< | <2 | <

P ) P ) P ) - P = ) ] P P P P =

< | 2| <

< | <2 | <

P P P P | ) -

Apparent power S

Apparent power S1

Apparent power S2

Apparent power S3

Fundamental apparent power S(H1)
Fundamental apparent power S1(H1)
Fundamental apparent power S2(H1)
Fundamental apparent power S3(H1)
Frequency F

Power factor PF

Power factor PF1

Power factor PF2

Power factor PF3

PF quadrant |

PF quadrant Il

PF quadrant IlI

PF quadrant IV

< | <2 | <

<2 |2 | <

< |2 |2 |2

2
2
<
) ) P R P P - ) - P ] ) P P ) )

o (o |0 o
P Py P .
< |2 | <<
<2 |2 | <<
< |2 | <<
P Py P .
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Measurement

prese

max

min
1L

Reactive power factor QF

< | 3Lb

2| 3Lu

2| 3Lu.A

Reactive power factor QF1

Reactive power factor QF2

2
2 |2 |=]| 2L

Reactive power factor QF3

Load factor LF

<
<

Load factor LF1

<

Load factor LF2

Load factor LF3

coso (H1)

cosg L1 (H1)

<

cos® L2 (H1)

<

cos® L3 (H1)

cos® (H1) quadrant |

cos® (H1) quadrant Il

cos® (H1) quadrant 111

cos® (H1) quadrant IV

tang (H1)

< |2 |2 (<2<

< |2 |2 (<2<

P P R P

< |2 |2 (<2<

tang L1 (H1)

tang L2 (H1)

P P [ - P =

tang L3 (H1)

2 |e|e|ele|e|e|e|ele|e|e|e|ele|e|2]<2|=<|=]| 4Lu

Unean=(UTN+U2N)/2

Umean=(UTN+U2N+U3N)/3

2

Umean=(U12+U23+U31)/3

Imean=(11+12)/2

Imean=(11+12+13)/3

IMS, Average current with sign of P

Phase angle between U1 and U2

Phase angle between U2 and U3

Phase angle between U3 and U1

< |2 |2 |2 |2

Angle between U and |

P P R P P

P P P R P

P P R P P

Angle between U1 and 11

Angle between U2 and 12

Angle between U3 and I3

Maximum AU <> Um

Maximum Al <> Im

2 ||| 2|2

III Available via communication interface only

" For 3-wire systems: Homopolar voltage, only if its measurement has been activated

Power factors

The power factor PF gives the relation
between active and apparent power. If
there are no harmonics present in the
system, it corresponds to the cos¢ or
displacement power factor. The PF has a
range of -1...0...+1, where the sign gives
the direction of energy flow.

The load factor LF is a quantity derived
from the PF, which allows making a
statement about the load type. Only this
way it's possible to measure a range like
0.5 capacitive ... 1 ... 0.5 inductive in a
non-ambiguous way.

The reactive power factor QF gives the
relation between reactive and apparent
power.
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Reactive power

Most of the loads consume a combination of ohmic and inductive current from the power system. Reactive
power arises by means of the inductive load. But the number of non-linear loads, such as RPM regulated
drives, rectifiers, thyristor-controlled systems or fluorescent lamps, is increasing. They cause non—
sinusoidal AC currents, which may be represented as a sum of harmonics. Thus, the reactive
power to transmit increases and leads to higher transmission losses und higher energy costs.

This part of the reactive power is called distortion reactive power.

Normally reactive power is unwanted, because there is no usable active component in it.
Because the transmission of reactive power over long distances is uneconomic, it makes sense
to install compensation systems close to the consumers. So, transmission capacities may be

used better and losses and voltage drops by means of harmonic currents can be avoided.

P: Active power

S: Apparent power including harmonic
components

S1: Fundamental apparent power

Q: Total reactive power

Q(H1): Fundamental reactive power

D: Distortion reactive power

The reactive power may be divided in a fundamental and a distortion component. Only the fundamental
reactive power may be compensated directly by means of the classical capacitive method. The distortion
components have to be combated using inductors or active harmonic conditioners.

The load factor PF is the relation between active power P and apparent power S, including all possibly
existing harmonic parts. This factor is often called cos®, which is only partly correct. The PF corresponds
to the cos@ only, if there is no harmonic content present in the system. So, the cos¢ represents the
relation between the active power P and the fundamental apparent power S(H1).

The tang is often used as a target quantity for the capacitive reactive power compensation. It corresponds
to the relation of the fundamental reactive power Q(H1) and the active power P.

Zero displacement voltage Une

Starting from the generating system with star point E
(which is normally earthed), the star point (N) on load
side is shifted in case of unbalanced load. The zero
displacement voltage between E und N may be
determined by a vectorial addition of the voltage vectors
of the three phases:

‘QNE:-(Q1N+QZN+Q3N)/3 ‘

A displacement voltage may also occur due to
harmonics of order 3, 9, 15, 21 etc., because the
dedicated currents add in the neutral wire.
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A2 Harmonic analysis

The harmonic analysis is performed according IEC 61000-4-7 over 10 cycles at 50Hz resp. 12 cycles at
60Hz. If a measured quantity is available depends on the selected system.

Measurement

3Lu.A

“|=1=] 4Lu

prese
max
1L
3Lb
3Lu

THD Voltage UTN/U

THD Voltage U2N

THD Voltage U3N

THD Voltage U12

THD Voltage U23

THD Voltage U31

THD Current 11/1

THD Current 12

THD Current I3

TDD Current 11/]

TDD Current 12

TDD Current 13

Harmonic contents 2"...50" U1N/U
Harmonic contents 2"...50"" U2N
Harmonic contents 2™...50"" U3N
Harmonic contents 2"...50" U12
Harmonic contents 2"...50" U23
Harmonic contents 2"...50" U31
Harmonic contents 2"...50™ [1/1
Harmonic contents 2™...50" 12
Harmonic contents 2"...50" 13

< [ 2|22

<
< || ||| || <2<
< || ||| | <2<

P P P P R = P P

Harmonic contents are available
up to the 89" (50Hz) or 75™
(60Hz) on the Modbus interface

< |2 | < <
2

|0 |0 (0 (0 0 06| 0|0 (0 0 0 06| 0| 0 0 0 0o o 0 o
|0 |0 (0 (0 0 06| 0|0 (0 0 0 06| 0|0 0 0 0o o 0 o
<_

2|2 ||| 2|2
2|2 ||| 2|2

< | <

EI Available via communication interface only

Harmonics

Harmonics are multiples of the fundamental resp. system frequency. They arise if non-linear loads, such
as RPM regulated drives, rectifiers, thyristor-controlled systems or fluorescent lamps are present in the
power system. Thus, undesired side effects occur, such as additional thermal stress to operational
resources or electrical mains, which lead to an advanced aging or even damage. Also, the reliability of
sensitive loads can be affected and unexplainable disturbances may occur. In industrial networks the
image of the harmonics gives good information about the kind of loads connected. See also:

» Increase of reactive power due to harmonic currents (annex A1)

TDD (Total Demand Distortion)

The complete harmonic content of the currents is calculated additionally as Total Demand Distortion,
briefly TDD. It is related to the maximum load current in accordance with IEEE 519. Only this way it's
possible to estimate the influence of the current harmonics on the connected equipment correctly. The
TDD value is especially used for conformity assessment in accordance with IEEE 519.

Maximum values

The maximum values of the harmonic analysis arise from the monitoring of THD and TDD. The maximum
values of individual harmonics are not monitored separately, but are stored if a maximum value of THD or
TDD is detected. The image of the maximum harmonics therefore always corresponds to the dedicated
THD resp. TDD.
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A3 System imbalance

c
Measured quantity % x =l 5 ‘; -

s| E|7|d|®|>|>|F
URT1: Positive sequence [V] . NN NN
UR2: Negative sequence [V] . NN AN A
UO: Zero sequence [V] ° N
U: Imbalance UR2/UR1 o | o NN NN
U: Imbalance UO/UR1 o | o \/
IR1: Positive sequence [A] . v v
IR2: Negative sequence [A] . N N
10: Zero sequence [A] . \/
I: Imbalance IR2/IR1 . \/ \/
I: Imbalance 10/IR1 o \

l:l Available via communication interface only

Imbalance in three-phase systems may occur due to single-phase loads, but also due to failures, such as
e.g. the blowing of a fuse, an earth fault, a phase failure or an isolation defect. Also, harmonics of the 3rd,
9th, 15th, 21st etc. order, which add in the neutral wire, may lead to imbalance. Operating resources
dimensioned to rated values, such as three-phase generators, transformers or motors on load side, may
be excessively stressed by imbalance. So, a shorter life cycle, a damage or failure due to thermal stress
can result. Therefore, monitoring imbalance helps to reduce the costs for maintenance and extends the
undisturbed operating time of the used resources.

Imbalance or unbalanced load relays use different measurement principles. One of them is the approach
of the symmetrical components, the other one calculates the maximum deviation from the mean-value of
the three phase values. The results of these methods are not equal and don't have the same intention.
Both of these principles are implemented in the device.

Symmetrical components (acc. Fortescue)

The imbalance calculation method by means of the symmetrical components is ambitious and intensive to
calculate. The results may be used for disturbance analysis and for protection purposes in three-phase
systems. The real existing system is divided in symmetrical system parts: A positive sequence, a negative
sequence and (for systems with neutral conductor) a zero sequence system. The approach is easiest to
understand for rotating machines. The positive sequence represents a positive rotating field, the negative
sequence a negative (braking) rotating field with opposite sense of direction. Therefore, the negative
sequence prevents that the machine can generate the full turning moment. For e.g. generators the
maximum permissible current imbalance is typically limited to a value of 8...12%.

Maximum deviation from the mean value

The calculation of the maximum deviation from the mean value of the phase currents resp. phase
voltages gives the information if a grid or substation is imbalanced loaded. The results are independent of
rated values and the present load situation. So, a more symmetrical system can be aspired, e.g. by
changing loads from one phase to another.

Failure detection is possible as well. The capacitors used in compensation systems are wear parts, which
fail quite often and then have to be replaced. When using three phase power capacitors all phases will be
compensated equally which leads to almost identical currents flowing through the capacitors, if the system
load is comparable. By monitoring the current imbalance it's then possible to estimate if a capacitor failure
is present.

The maximum deviations are calculated in the same steps as the instantaneous values and therefore are
arranged there (see A1).
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A4 Mean values and trend

- >
M d i | 2 (]
easured quantity 8| 8 x| s ] |
o|+~| E| E| T
Active power |+IV 10s...60min. " e | o | e | e |5 S
Active power I+l 10s...60min. " e | o | o | e |5 ®
Reactive power I+II 10s...60min. e | e | e | e |5 P
Reactive power llI+IV 10s...60min. " e | o | e | e |5
Apparent power 10s...60min. " o | o | o] o | B
Mean value quantity 1 10s...60min. o | o | o | o |1 n v
Mean value quantity 12 10s...60min. ? o | o | o | e 1

" Interval time t1 2 Interval time t2

The device calculates automatically the mean values of all system power quantities. In addition, up to 12
further mean value quantities can be freely selected.

Calculating the mean-values
The mean value calculation is performed via integration of the measured instantaneous values over a

configurable averaging interval. The interval time may be selected in the range from 10 seconds up to one
hour. Possible interim values are set the way that a multiple of it is equal to a minute or an hour. Mean
values of power quantities (interval time t1) and free quantities (interval time t2) may have different

averaging intervals.

Synchronization
For the synchronization of the averaging intervals the internal clock is used. It should be synchronized via

GPS or NTP to avoid drifting of the intervals.

Trend
The estimated final value (trend) of mean values is determined by weighted addition of measurements of

the past and the present interval. It serves for early detection of a possible exceeding of a given maximum
value. This can then be avoided, e.g. by switching off an active load.

History
For mean values of system powers the last 5 interval values may be displayed on the device or read via

interface. For configurable quantities the value of the last interval is provided via communication interface.

Bimetal current

This measured quantity serves for measuring the long-term effect of the current, e.g. for monitoring the
warming of a current-carrying line. To do so, an exponential function is used, similar to the charging curve
of a capacitor. The response time of the bimetal function can be freely selected, but normally it
corresponds to the interval for determining the power mean-values.

g <
Measured quantity ol 8| ,| L.l =l szl 3 3
ol E|F| | ®|®| | F
Bimetal current 1B, 1...60min. ¥ o | o |+ N
Bimetal current IB1,  1...60min. ¥ o | o N NN A
Bimetal current IB2,  1...60min. o | o N NN A
Bimetal current IB3,  1...60min. 3 o | o NN A

3) Interval time t3
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A5 Meters

| |

Measured quantity ol 5 § =

JETEIEIEIE s
Active energy I+IV, high tariff o | o | o | o | o . ‘pP
Active energy I+l high tariff o | o | o | o | o .
Reactive energy I+, high tariff o | o | o | o | o .
Reactive energy IlI+V, high tariff o | o | o | o | o . n v
User configured meter 1
User configured meter 2
User configured meter 3
User configured meter 4
User configured meter 5 Only basic quantities can be
User configured meter 6 selected which are
User configured meter 7 supported in the present
User configured meter 8 system.
User configured meter 9
User configured meter 10
User configured meter 11
User configured meter 12

Standard meters
The meters for active and reactive energy of the system are always active.

User configured meters
To each of these meters the user can freely assign a basic quantity.

Programmable meter resolution

For all meters the resolution (displayed unit) can be selected almost freely. This way,
applications with short measurement times, e.g. energy consumption of a working day or
shift, can be realized. The smaller the basic unit is selected, the faster the meter overflow

is reached.

[0
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B Network settings in Windows

Depending on the Windows version used network settings and network status are arranged

differently. The below images are created using Windows 7.

Display / change network settings

E;: Via control panel select Network and Sharing Center

File Edit View Tools

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Help

Search Control Panel

View your basic network information and set up connections

LY
Ws14015
(This computer)

L

Multiple networks

@

Internet

See full map

@ » Control Panel » MNetwork and Internet » Network Connections »

File Edit View Tools Advanced Help
Organize « Disable this network device Diagnose this connection
L—'. LAN-Verbindung | ™ LAN-Verbindung 2
“o=sre__ camillebauer.intra @u Disable
E=d Realtek PCle GBE Family Con
Status
VMware Network Adapter Vi Di
iagnose

N ot g
k*‘« Micht identifiziertes Netzwerk
WP VMware Virtual Ethemnet Ada

'@' Bridge Connections

Create Shorbcut
Delete
'5’1' Rename

'@' Properties

Rename this ¢

Es Metzwerk
amily Controller

m

Via Status the active settings of the selected LAN interface can be displayed:

@ LAN-Verbindung Status

=

General

"

Metwork Connection Details

Connection
IPv4 Connectivity:
IPvi Connectivity:
Media State:
Duration:
Speed:

)

Metwork Connection Details:

Property
Connection-specific DN...
Description

Phyzical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Activity

Eytes:

Sent ——

16,118,501

Lease Expires

IPvd Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

e

IPvd WINS Server

’ '?;?Properﬁes ] [ @'Disable ] E

MNetBIOS aver Topip En...

Walue

camillebauer intra

Realtek PCle GBE Famity Controller
AC-220B-C5-R8-EC

Yes

152.168.57.38

255 250 2480

Tuesday, Aprl 16, 2015 8:27.52 AM
Tuesday, Aprl 16, 2019 9:27:51 PM
152 168 56.5

192.168.56.55

192.168.56.55

152 168 56.155

Yes
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For changing the settings of the LAN interface, display the settings of the selected LAN interface
via Properties first:

U LAN-Verbindung Properties S|
Networking | Sharing Internet Protacol Version 4 (TCP/IPv4) Properties |ili-J
Connect using General | Alternate Configuration |
LF Realtek PCle GEE Fe Controll i H
£ eate % Aty CaEe You can get IP settings assigned automatically if your network supports The Settlng Obtaln IP add ress
this capability. Otherwise, you need to ask your network administrator . . .
for the appropriate IP settings. automatically indicates that the
This connection uses the following items:
1 JB1 03 Facke: Scheduer ©) Obtain an IP address automatically network settings are obtained from a
¥l JBFile and Printer Sharing for Microscft Use the following IP address:

& COPA-DATA Multiple Network Protoce - i DHCP server on the network.

rsion & (TCP/IPvg

e S If the PC is connected directly to the
[ .. Link-Layer Topology Discavery Res = 2 . .
e measurement device or the network

@ Obtain DMS server address automatically
el | Use the following DNS server addresses: does nOt have a DHCP Server’ the

Description . .
Transmission Control Protocal/Intemet Proto : = = network Settlngs are undef|ned .

wide area network protocol that provides col
aoross diverse interconnected networks

tings upon exit | Advanced...

o 1
oK ‘ | Cancel |
&l LAN-Verbindung Properties L—E—
Metworking | Shari l Bl
2 Internet Protocol Version 4 (TCP/IPvd) Properties | ? ﬂ-l
Connect using
G |
i¥ Reattsk FCle GBE Family Controller nere
‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
This connection uses the following items: for the appropriate IP settings.
[v] Jm . .
B2 B Gus et Sl Obstain an TP address autamaticaly The network settings may be specified
| SF“E and Printer Sharing for Microsoft M
I A ¥ n . o @) Use the following IP address: .
Sl Al o manually. Entered settings are
met Biptacel \ersion 6 (ICEAR IP address: 192,168 . 58 . 15
S S activated after confirmation with <OK>
[ Link-Layer Topology Discovery Mappt Subnet mask: 255.255.248 . D :
& - Link ;
o Link-Layer Topology R‘sme”" Respd Default gateway: 192 . 168 . 56 . 5
‘ Install | Uninsta Obtain DNS
Description @ Use the following DNS server addresses:
Transmission Control Protocol/Intemet Proto .
wide area network protocol that provides col Preferred DN5 server: I
across diverse interconnected networks it NG aebirs
Ok Validate settings upon exit ‘ R |
OK ‘ Cancel |

The current settings of all LAN connections of a computer can also be queried via the DOS
command prompt. A DOS window can be opened in two ways:

a) Start | Execute, type cmd as command
b) Start | All programs | Accessories | command prompt

In the DOS windows enter the command ipconfig.

BN C\Windows\system3Zomd.exe =& =

Microsoft Windows [Uersion 6.1.766811
Copyright <c> 2889 Microsoft Corporation. Alle Rechte worbhehalten.

IC=“Users“RR*»ipconfig

Hindows—IP-Konfiguration

Ethernet—Adapter LAN-Uerbindung 2:

Uerhindungsspezifisches DNS—-Suffix:

IPv4-Adresse . . . . . 192.168.1.1
Subnetzmaske . . . . . . 255.255.255.8
Standardgateway . . . . . H

Ethernet—Adapter LAN-Uerbindung:
Uerbindungzspezifisches DNE-Suffix: camillebauwer.intra
IPv4-Adresse . . . . . . 192.168.57.38
Subnetzmaske . . . . . . 255.255.248.8
Standardgateway . . . . . : 192.168.56.5

Ethernet—Adapter UMware Metwork Adapter UMnetl:

Uerh:!.ndungsspez ifisches DNE-Suffix:
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C Operating instructions Rogowski ACF2004_1

GMC INSTRUMENTS

‘ PROSYS

ACF 2004_1

IP65 rated FLEXIBLE AC
CURRENT PROBE

SAFETY

The following symbols appear on the product:
Attention! Refer to Manual.

Do not apply around or remave from HAZARDOUS LIVE
conductors without additional protective means.
“Additional protective means” can be

de-energizing the circuit or wearing protective clothing
suitable for high voltage work.

Double/Reinforced Insulation.
Complies with the relevant European standards.

Do not dispose of this product as unsorted municipal waste.
Contact a qualified recycler for disposal.

> 120 @ B>

Read all instructions completely before using this product.

Te avoid electric shock:

.

Use caution during installation and use of this product. High voltages and
currents may be present in circuit under test.

This product must be used only by qualified personnel practicing applicable
safety precautions.

Do not install this praduct en live conductors.

Always de-energize circuit under test before installing flexible measuring head
Always inspect connecting cable and flexible probe for damage before using
this product

Do not use product if damaged.

Always connect electronics unit to display device before installing the flexible
measuring head.

Always wear protective clothing and gloves if hazardous live parts are present
in the installation where the measurement is carried out.

If the probe is used in a manner not specified by the manufacturer the
protection provided by the equipment may be impaired.

.

.

.

.

MAINTENANCE

A Do not use ACF 2004_1 if damaged

+ Always inspect connecting cable and flexible probe for damage before use.

+ To avoid electric shock, keep the ACF clean and free of surface
contamination.

+ Use Isopropyl alcohol to clean the probe.

« Make sure the flexible probe and the connecting cable are dry before further
use.

OPERATION

Read safety section of instructions before operating this
product.

Ensure conductor to be tested is de-energized

Connect the output of the probe to the input of a
measurement device.

The flexible current probe is not for use on conductors
with a potential of over 1000V (CAT Ill) or 600V {CAT IV).

Wrap the flexible probe around the conductor to be tested,
close coupling. Energize the circuit under test. Locate the
coupling away from nearby conductors.

Always use appropriate equipment for personal
protection. Do not use the flexible current probe to
measure bare conductors unless wearing protective
clothing suitable for high voltage work.

> B b P

1. Probe Coupling
2. Probe Output Cahle
3. Flexible Current Probe

GMC-1 PROSYS Ltd

Allied Busin ntre t+ 4416
1 Potter Pla st Pimbo f+ 44 1¢
Ske e, re WWW.i-pros m
WN8 9PH, United Kingdom sales@i-prosys.com

67280
37299
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