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1 Introduction
This manual documents the possibilities of the IEC61850 interface for the devices LINAX PQ5000CL. It
describes:

e All available nodes

e The possibility to assemble reports freely

This manual is primarily intended for persons who are familiar with the basic principles of IEC61850 and who
configure devices to be used in an IEC61850 system, specify the data to be transmitted and / or establish the
connection to the IEC61850 client.

The interface supports Edition 2 of IEC61850. Further information on the IEC61850 protocol can be found in the
standard “IEC61850 - Communication networks and systems for power utility automation®.

Interface

The device provides an interface for communication with IEC61850 clients and time synchronization via NTP
servers.

The factory setting of the IP address is 192.168.1.102

2 |EC configuration and assembly of reports

2.1 Reporting

Report Control Blocks (RCBs) provide a way to transmit measurement data in form of data objects from the
server (measurement device) to the client (control system) when a trigger condition arrives. The user can freely
assemble these data sets. The following trigger options come in question:

e Data change
e Quality change
o Data update
e Exceeding a time limit without sending data
¢ General interrogation
There are two different classes of RCBs:

o Buffered Report Control Blocks (BRCB): When a trigger condition arrives data will be sent to the client. If
there is currently no connection to the client or there are restrictions concerning data flow, data will be
buffered for later transmission.

e Unbuffered Report Control Blocks (URCB): When a trigger condition arrives data will be sent to the client.
If there is currently no connection to the client or there are restrictions concerning data flow data may get
lost.

The user can freely assemble the content of the data sets monitored by report control blocks. These data sets
can be assigned to the available 20 URCBs and 10 BRCBs. Assembly is performed by means of the software
«CBM Current Link Manager».

Each RCB can be used by one client only. If multiple clients should receive the same data, multiple RCBs with
the same information must be provided.

Note: Measurement data can be requested via polling or general interrogation as well.
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2.2 IEC61850 configuration
The IEC61850 related configuration of a device may be divided into the following blocks:

Changeabile via ...
Parameter i ol
CBM Current Device ICD/CID
Link Manager website
IED Name L] - L]
Network settings IEC61850
e |P address, subnet mask [ ] - [
o Gateway, DNS, NTP m - -
e Host name L] - -
Firewall, Client Whitelist [ - -
TCP Keep-alive [ - -
Data sets ] - ]
RCB settings ] - L]
Deadband settings L] [ ] -

The table shows that all relevant parameters of the IEC 61850 communication can only be changed using the
«CBM Current Link Manager» tool.

2.3 CBM Current Link Manager

2.3.1 Data types
The tool can work with the following data types:

Data type Contains Importable Storable
cbmproj Project file [ [
taz Archive file with CID and the IEC61850 specific device ] ]
19 configuration in XML format
icd These files contain the device specific settings acc. 2.2, n n
.cid which is only a part of the whole IEC61850 configuration.
’ When importing all other settings remain unchanged.

Such files contain the information about a complete [ -
scd substation, of the IEDs used in it and communication

settings. When importing the .cid of a specific device will be
extracted.

2.3.2 Structure of the software

Using the CBM Current Link Manager, similar devices can be managed in a network structure. This network
structure can be set up after starting the software for the first time. Possible items are:

e Location (folder)
e Sublocation (sub-folder)
e Device

The structure can be saved as a project. The next time the software is started, the last used project is opened.
All changes to the network structure must be saved in the project so that they are available the next time it is
opened.
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Project example

;"EJ_ CBM Current Link Manager - CEM_Building 2

File  Project Device Communication Help

DI —

CBM _Building 2

1st floor

O Marcel

[ vndon_1|

- Window_2
Basement

o ) Main feeder

[+

The tool monitors the connection to the devices and shows the state as follows:

® Device with existing connection
‘@ Device with interrupted connection

2.3.3 Loading and saving

The tool allows changing the existing IEC61850 configurations of the devices. For that, the configuration of the
device is read (as shown below for «Main feeder»).

i CBM Current Link Manager - CBM_Building 2
File  Project Device Communication  Help

Dl -

CBM_Building 2
=1-[= 1st floor

@ Window_1
oy Window_2
=J-[| Basement

| Main feeder

| Uplead coenfiguration from device

Reading the configuration from the device

Changed configurations can be directly transferred to the device or may be saved as tgz, icd or cid file.

Factory settings

In order to restore the factory settings with respect to IEC61850, a default configuration can be uploaded from
the device:

jﬂ CEM Current Link Manager - CBM_Building 2
File  Project Device | Communication | Help
D . Upload configuration from device

Upload default configuration from device
CBM_Building 2

B 1st floor
) Marcel

.
:::fnjow-; Update firmware on all devices
Window_.

Download configuration to device

Update firmware

B Basement

B Main feeder

Hint

Only settings which are part of ICD/CID are reset, network settings as IP address and subnet mask remain
unchanged.
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2.3.4 Main configuration
In this part communication specific parameters can be adjusted:

o Network settings of the IEC61850 interface (IP address, subnet mask, gateway)
e NTP server addresses and (if required) DNS server addresses

e Behavior if there is no communication (TCP keep-alive)

o Access restrictions for IEC61850 communication via whitelist

2! CBM Current Link Manager - CBM_Building 2 — O e
9 9

File  Project Device Communication Help

OB —

: A A e g
:;::32:-5 Main corfiguration  RCB corfiguration  Dataset configuration  Deadband corfiguration  Sensor information  Web configuraton
[ Basement IED Name [TEMPLATE | Host name | |
@ Vain fecder P [1521685287 | Fimnware rev. [31.7222 1111 |
Mask [255.255.248.0 | Fimware rev. {option) [3.1.7444.66 |
Gateway [192.168.56.5 | NTP Server 1 [pool.rip.org |
TCF keepalive peiiod [§] 2 3| NTP Server2 | |
TCF keepalive cycles 10 2] DNS Server1 [s838 |
DNS Server 2 | |
Firewal configuration
[ Firewall enabled
Client whitelist +
7
—
Configuration overview
Hints
o DNS server settings are required only if NTP servers are defined via URL (e.g. pool.ntp.org) rather than via
IP address

e The IED name has to be unique within the network, i.e. different for each IED

o |[f the firewall is enabled each attempt to establish a connection to the device is refused, if the IP address of
the appropriate client is not listed in the client whitelist. Even a request via ,,ping“ will not be answered.
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2.3.5 Assembly of datasets

A dataset is an assembly of measurement data, which are monitored by means of a Report Control Block. The
basic configuration of the device contains already a pre-defined data set, containing the values of the Current
Modules 1 up to 10.

Device Node # Quantity Description | Object type
1f Active power (system) TotW MV
1f Reactive power (system) TotVAr MV
1f Apparent power (system) TotVA MV
1f Power factor system TotPF MV
1f System frequency Hz MV
3f Voltage U12 PNV DEL
4f Voltage U23 PNV WYE
Current Module 1 CM_TOS_MMXU1 10f | Phase currents, magnitude and angle | A WYE
3f Active power per phase W WYE
3f Reactive power per phase VAr WYE
3f Apparent power per phase VA WYE
3f Power factor per phase PF WYE
1f Average current (11+12+13)/3 AvAPhs MV
1i Serial number (high word) SerialH INS
1i Serial number (low word) SerialL INS
1f Active power (system) TotW MV
1f Reactive power (system) TotVAr MV
1f Apparent power (system) TotVA MV
1f Power factor system TotPF MV
1f System frequency Hz MV
3f Voltage U12 PNV DEL
4f Voltage U23 PNV WYE
Current Module 10 CM_TOS_MMXU10 10f | Phase currents, magnitude and angle | A WYE
3f Active power per phase W WYE
3f Reactive power per phase VAr WYE
3f Apparent power per phase VA WYE
3f Power factor per phase PF WYE
1f Average current (11+12+13)/3 AvAPhs MV
1i Serial number (high word) SerialH INS
1i Serial number (low word) SeriallL INS
# CBM Current Link Manager - CBM_Building 2 — O X

File  Project Device Communication Help

N —
B-E ‘(;EH_BuiIding 2
| @ vorcs T2 DM

::‘:?njow—f Main corfiguration  RCB configuration  Dataset configuration  Deadband configuration  Senser information  Web configuraton
Window_

| Basement Datasets (1/32) Dataset elements
""" @ Wain fesder Measurements/LLMNDSCument Modules ToS Measurements/CM_TOS_MMXLUT TotW (MX) ~

Measurements/CM_TOS_MMXUT TotVAr (M)
Measurements/CM_TOS_MMXU1 TotVA (M)
Measurements/CM_TOS_MMxU1 TotPF (M)
Measurementz/CM_TOS_MMXU1.Hz (Mx)

.

Measurements/CM_TOS_MMXUT.PPV (M)
Measurements/CM_TOS_MMxUT PNV (MX)
Measurements/CM_TOS_MMXUT.A (M)
Measurements/CM_TOS_MMXUT W (M)
Measurements/CM_TOS_MMXU1 VAr (M)
Measurements/CM_TOS_MMxL1 WA (M)
Measurementz/CM_TOS_MMXU1T.PF (M)

= | | Measurements/CM_TOS_MMXU1.AvAPhs (MX)
i‘l Measurements/CM_TOS_MMxU1 SerialH (ST)
Measurements/CM_TOS_MMXU1 . Serall (ST)
Measurements/CM_TOS_MMXU2Z. TotW' (M)

S

.

Measurements/CM_TOS_MMXLU2 TotVAr (M)
Measurements/CM_TOS_MMXU2Z TotWVA (Mx)
Measurements/CM_TOS_MMXU2 TotPF (M)
Measurements/CM_TOS_MMXU2 Hz (M)
Measurements/CM_TOS_MMxXL2 PPV (Mx)
Measurements/CM_TOS_MMXU2Z PNV (MX)
Measurements/CM_TOS_MMXU2.A (MxX)
Measurements/CM_TOS_MMXL2 W (M)
Measurements,CM_TOS_MMXLZ WVAr (Mx)
Measurements/CM_TOS_MMXLU2 VA (M)
Measurements/CM_TOS_MMXU2 PF (M)
Measurements/CM_TOS_MMXU2 AvAPhs (M) b

The user can rename, change, duplicate or delete the existing data set or create new data sets. A maximum of
32 data sets may be defined.
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2.3.6 Defining Report Control Blocks

The user can freely select which data set is monitored via the appropriate RCB. Also, the trigger options to be
monitored may be pre-selected, but can be changed by the client reserving the RCB for itself.

40 CBM Current Link Manager - CBM_Building 2 — O X

File Project Device Communication Help

OB —

(=[] CBM_Building 2

e LI DE

° Window_2 Main corfiguration  RCB corfiguration  Dataset corfiguration Deadband corfiguration  Sensorinformation  Web corfiguraton
Window_1

-[_] Basement ACE

+~ @ Main feeder :
urch02 Dataset
urcb03

urch04 Report 1D |
E:E EE Corfiguration revision

)
Eﬁggé Buffering time [ms]

urch09 ] )
urch10 Integrity period [ms]

urch11 Triggering options Cptional fields
E:E% [] Data change Sequence number
urch14 [] Qualty change Report timestamp
urcl;:llg o d Reason code
E:b‘l? e _UD e Dataset name
urch18 Integrity Data reference
E:Ej?g Gl Buffer overflow
breb01 Entry ID

Ezggﬁ Configuration revision
breb 04

breb05

breb06

breb 07

breb 08 v

CumertModulesTaS ~

Hints

e .Buffering time“ is the time after recognizing a first trigger events, during which data of further event is
collected until an RCB with all events is sent. A time of 0 disables the mechanism described.

e When the ,Integrity period“ expires, which starts when the last RCB has been sent, a report including all
elements of the associated data set will be sent. To do this, the triggering option ,Integrity“ has to be selected.
A value of 0 disables the described mechanism. However, this option avoids that no report is sent for a long
time because none of the trigger conditions is met and therefore the connection is closed.

2.3.7 Deadband settings

Data are transferred e.g. due to data change. A data
change is a change of a measured value within the dataset
by a certain value, the deadband db, since the last o
reporting of the measured value. If the deadband is 0 or set ¥
to a very low value, measurements will be sent to the client /f’
after almost each update, which can lead to an

unmanageable flood of data.

insth ag

A mag

IEC 61850-7-3

Deadbands can be defined per measured value or measured value group. The default setting for all values is 0.
The settings can be changed both via the CBM Current Link Manager and via the web interface of the device.
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4l CBM Current Link Manager - CBM _Building 2 — [m) X
= B e JE— « N
Project Device Communication  Help
CiDfile Total reactive power var
l‘i —
= [-1CBM_Buldng 2 Total apparent power va _
B Tat floar - [~
e TicEDn o e ~ K
@ Window_2 Main RCB Dataset Deadband Sensorinformation | Web corfiguraton
.Wlnduwj
£ e T Reactve pover phase - I
@@ Main feeder
» w 0.0
Total reaciive power va 00 Phase o neutral voltage v _
Total apparent power VA 00
Phase aclvepower W |00 Phase to phase voltage v B
Phase reactive power var 00
P e VA 00 Voltage neutralearth v BN
Phase voktage v 00
Phase to phase voltage v 0.0
Phase curent A 00
- A e [0 |
Powerfactor 00
Frecuency k0o Frequency v [
Hamonics Umagntude | % 00
re—r— w« Hamonics U magntude » BN
11, L ) oo 2
Harmonics U angle E
CBM Current Link Manager DA ~ EE
- C—

2.3.8 Sensor information
For each device an overview of the connected sensors can be displayed.

WEB-Interface: Settings | IEC61850

] CBM Current Link Manager - CBM_Building 2 O X
File  Project Device Communication Help
N =

=) CBM_Buiding 2

G A Al e gl

: ° W;ndow ” Main corfiguration  RCB configuration Dataset configuration  Deadband corfiguration  Sensorinformation  Web configuraton

=[] Basement Serial number Fimware version Installed

@ Mai fecder cM1  [ID-1222099010 | [ | e

CM2  [ID-1221964084 | [3.02 | ves
CM3  [ID-1221964083 | [3.02 | ves
CM4  [ID-1221954082 | [3.02 | ves
CM5  [ID-1221964081 | [3.02 | ves
CM6  [ID-1221964078 | [3.02 | ves
CM7  [ID-1221964079 | [3.02 | ves
CM8  [ID-1221964080 | [3.02 | ves
cms 1D | | | e
cM10 [0 | | | Mo

2.3.9 Web-configuration
For the selected device the Web-interface can be displayed. This way, measurement data can be displayed,
service functions may be executed and the settings of the appropriate device can be changed.
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] CBM Current Link Manager - CBM_Building 2 - O X

File Project Device Communication Help

OB =

(=[] CBM_Building 2

10 Tt floor
- @ e o Nl e )
=a‘”§“‘~—$ Main corfiguration  RCB configuration ~ Dataset corfiguration  Deadband configuration  Sensor information  Web configuraton
indow_ -
i aC
@ Main feeder

> Momentanwerte

ULN 237.55V 23747% 23805V 004y 23769V
wluy a* 11989°  1205°

23003V
UL 41290V 41104y 41099 v -

| B166A  G0PSA  G542A  1083A  7128A

i) ot 83t 1
9884
e 08akN 14K 151 KW - 4968 kW
1058
Q Addker 236k S70kvar -
e 6.81 kw
s 082kvA  1443kvA  15STKA - S082k0A
012 kvar
p = - s0003Hz
50V/div  20A/div 8E2KVA

Voltage Q =
l Current Q Q
¢ i Strom Q

2.3.10 Changing IEC61850 parameters for multiple devices

IEC61850 parameters can be changed for multiple devices at the same time. For that, first the group of the
devices to be changed needs to be fixed by selecting a Location / Sublocation. Then via «Device» the function
«Edit common parameters» is selected.

4 CBM Current Link Manager - CBM_Building 2

File  Project | Device | Communication Help
Export ICD, CID
.
mport [C0, CID
(=[] CBM_Buildir

Iél--l'_i Save Configuration
Open Configuration

.Wi”| Edit common parameters |
(-] Basemefw
‘oo () Main feeder |

In the window displayed then, any parameter can be changed, which then will be stored in all devices of the
selected group after selecting «OK».

Edit common parameters for devices — m] ®
Main configuration ~RCE corfiguration Dataset configuration Deadband corfiguration
Mask [255.255.243.0 | NTP Server 1 [poolntp.org |
Gateway [192.168.565 | NTP Server2 [ |
TCP keepalive period [s] |2 3 DNS Server 1 [s288 |
TCP keepalive cycles 10 % DMS Server 2 | |
Firewall configuration
[] Firewall enabled
Client whitelist I
™
&
—
OK Cancel
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3 Available Nodes
3.1 Top-of-Second Measurements CM_TOS_MMXU1...10

Description ‘ DO CcDC AttrName Explanation Type
Settings (CF, DC)
Calculation method ClcMth ENG TRMS
Calculation mode ClcMod Periodic
Interval type CleintvTyp CYCLE
Interval length ClcintPer 10
LN Name Plate LPL VisString | d
swRev
OverCurrentTrigger A RangeC A.phs{A...Cl.rangeC
Measured values (MX)
Active power TotW MV mag.f Active power (system) float
Reactive power 2 TotVAr MV mag.f Reactive power (system) float
Apparent power TotVA MV mag.f Apparent power (system) float
Power factor TotPF MV mag.f Power factor system float
Frequency Hz MV mag.f System frequency float
Phase-to-phase phsAB.cVal.mag.f Voltage U12 float
voltages PPV DEL phsBC.cVal.mag.f Voltage U23 float
phsCA.cVal.mag.f Voltage U31 float
phsA.cVal.mag.f Voltage UTN float
Phase-to-neutral phsB.cVal.mag.f Voltage U2N float
voltages PNV WYE phsC.cVal.mag.f Voltage U3N float
neut.cVal.mag.f Voltage UNE float
phsA.cVal.mag.f Current 1 float
phsA.cVal.ang.f Phase angle 11
Phase currents phsB.cVal.mag.f Current 12 float
phsB.cVal.ang.f Phase angle 12
phsC.cVal.mag.f Current 13 float
A WYE phsC.cVal.ang.f Phase angle I3
Neutral current neut.cVal.mag.f Current IN float
neut.cVal.ang.f Phase angle IN
Earth current res.cVal.mag.f Strom IPE float
res.cVal.ang.f Phase angle IPE
phsA.cVal.mag.f Active power L1 float
Active power per phase | W WYE phsB.cVal.mag.f Active power L2 float
phsC.cVal.mag.f Active power L3 float
Reactive power per phsA.cVal.mag.f Reactive power L1 float
phase VAr WYE phsB.cVal.mag.f Reactive power L2 float
phsC.cVal.mag.f Reactive power L3 float
Apparent power per phsA.cVal.mag.f Apparent power L1 float
phase VA WYE phsB.cVal.mag.f Apparent power L2 float
phsC.cVal.mag.f Apparent power L3 float
phsA.cVal.mag.f Power factor L1 float
Power factor per phase | PV WYE phsB.cVal.mag.f Power factor L2 float
phsC.cVal.mag.f Power factor L3 float
Average current AvAPhs MV mag.f Average current (11+12+13)/3 float
Serial no. (high word) ? | SerialH INS stVal Module serial no. HWORD INT32
Serial no. (low word) SerialL INS stVal Module serial no. LWORD INT32

) Inis measured if 3PN modules are used and calculated when using 3P modules
Ipe is calculated if 3PN modules are used and zero when using 3P modules

2 The serial number of the modules (name plate) is divided in two 32-bit-values. It can be used in the system
to assign a measurement of a node uniquely to a measuring point or the used Current Module.
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